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Abstract— Recent reliability studies are evolving by 

consideration of uncertainty and random events to overcome 

the limitation of classical reliability techniques, in which 

reliability investigators use combinatorial logic or transition 

states, for instance reliability block diagrams and fault trees. 

To estimate systems reliability, probabilistic methods should 

consider several states rather than two states. Diagnosis of 

complex systems failures is an important step to design fault-

tolerant and self-healing systems. Thus, Bayesian networks 

based modeling is among approaches that can diagnose causes 

of faults and estimate systems reliability. This study applies a 

Bayesian approach as a failure diagnostic tool for 

communication networks, protection and control systems in 

digital substations. This work focuses on a modern substation 

automation network. However, the approach is applicable to 

industrial networks that use Ethernet-based communication 

services. Results of the model simulation show that the 

diagnosis performance can be improved using collected 

experimental datasets to tune the model parameters. 

Furthermore, the diagnosis of simulated failures provides 

satisfied results in terms of identified failures causes and their 

ranks.  

Keywords— Bayesian Network, Ethernet, IEC 61850, failure 

diagnosis, substation network. 

 

I. INTRODUCTION 

Classical techniques of reliability analysis are improved 
to cover several systems and subsystems states. Through 
improvements, systems modeling results in either conditional 
probability, i.e. system surviving during next year, or 
deduced numbers, e.g. Mean time to failure (MTTF) to 
represent failure rates. The modeling should be therefore 
mathematically sound and easy for understanding where 
decision makers possibly involved in several discussions to 
develop required models. Since two decades, Bayesian 
Networks (BN) approach therefore witnessed increased 
practice in dependability studies. An incremental use of BN 
is reported in fields of dependability, risk analysis and 
maintenance [1]. BN models can handle multistate 
parameters, common environment conditions, and 
uncertainty and coverage factors [2]. They can incorporate 
both qualitative and quantitative measures such as human 
aspects that are often modeled via qualitative knowledge 
while technical aspects are often represented by quantitative 
measures and metrics such as components failure rates and 
mean repair time [3].     
 Other noticeable application is the use of BN causal 
reasoning capabilities in diagnostics applications, i.e. 

diagnosis of root causes of failures via observing probability 
of a system failure [4]. With this approach, the diagnosis 
process helps to identify the root causes of a system failure 
given a set of system observations that may include test 
results, historical log data, error messages, sensor reading, 
monitoring of operation data for specific subsystems, etc.  

This work therefore applies a Bayesian approach to 
diagnose failures of communication networks, protection and 
control systems. It aims to assist technicians and engineers to 
specify failure causes of IEC 61850-based substation 
systems. 

The paper shows how to apply Bayesian networks (BN) 
as a diagnostic tool. Starting by identifying cause-effect 
relationships of critical failures through using failure modes 
and effects analysis (FMEA) technique, and then exploiting 
data collected from an experimental testbed to feed the 
resulting BN model, i.e quantifying conditional probabilities, 
in order to diagnose failures. After that, the verification of 
the diagnosis performance through comparing the BN model 
diagnostic results to intuitive estimation of failures causes. 
After all, the sensitivity analysis is performed to adjust 
conditional probability parameters in order to validate both 
the BN nodes cause-effect relationship and the conditional 
probabilities. 

II. BAYESIAN NETWORKS 

A. Basic concepts 

A Bayesian network is a compact representation of a 
multivariate statistical distribution function [5-7]. BN models 
encode the probability density function governing a set of n 
random variables, where X= (X1, X2,… Xn) by identifying a 
set of conditional independence statements jointly with a set 
of conditional probability functions. The BN model consists 
of a qualitative part, which is represented by a directed 
acyclic graph (DAG) where nodes reflect random variables 
and arcs represent relation (dependency) among these nodes, 
and a quantitative part that is represented by a set of 
conditional probability functions (CPF). Fig. 1.a shows a 
qualitative part of a modeled BN. This figure shows four 
nodes, X1 and X2 represent parents of node X3. Moreover, X3 
is a child of the former nodes; similarly, X4 is a child of X3. 
We can say that X3 is a parent of X4. For instance, the 
relation Pa(X3) ={X1, X2} represents X3 parents that are X1 
and X2, while Pa(X4) ={X3} and descendants of X4=∅ and 
non-descendants of X4 = {X1, X2, X3}. Conditionally 
independent statements can be retrieved in which X4 is 
conditionally independent of {X1, X2} given condition of 

{X3}, which is written as X4⊥{X1, X2}|X3. 
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Fig 1.b shows that protection responses depend on the 
Generic Object-Oriented Substation Events (GOOSE) delay, 
the later depends on both intelligent electronic devices (IED) 
processing time and Ethernet network traffics. The direct 
dependency in this example is depicted by direct arc from 
parents’ nodes to the child node. Conditional independency 
relationships are the bases for BN inference. Inference 
algorithms update probabilities through conditional 
probability functions [7]. The relation f(x|y) denotes 
conditional probability function of x given y. Considering 
random variable nodes xi we get {f(xi|Pa(xi)} where 
i=1,2,…,n. then the calculation of joint probability functions 
is given by [6] and [7]: 

f(x1, … , xn) = ∏ f(xi|Pa(xi))
n
i=1    

 

Root nodes (parentless nodes) shall have prior 
probabilities (a priori), while descendants normally have a 
conditional probability table (CPT). Each CPT should be 
identified via selecting parametric formula for each 
(xi|Pa(xi)) and determining values for all given conditional 
probability functions as in table I, where Xi’ is the 
complement of Xi. 

TABLE I.  A CONDITIONAL PROBABILITY TABLE REPRESENTS 

PROBABILITY OF X3 GIVEN STATES OF X1 AND X2 

X1 X1 X1’ 

X2 X2 X2’ X2 X2’ 

X3 X3| X1, X2 

X3| 

X1, 

X2’ 

X3| 
X1’, X2 

X3| 

X1’, 

X2’ 

 

B. The procedure of BN modeling 

Building BN models shall incorporate predefined steps, 
in which BN developers interact with domain experts, i.e. 
substation and digital network experts in this paper. The 
objective is to build the target model through knowing the 
structure of the system. The following steps summarize the 
modeling procedure [2]: 

1. Step 0: identify the system boundaries that shall be 
incorporated into the BN model. 

2. Step 1: determine the random variables that represent 
a range of continuous values or states of discrete 
variables. These variables become nodes into the 
Bayesian network model. 

3. Step 2: build a graphical structure involving causal 
edges (of arcs) to connect variables in order to 
represent qualitative conditional dependency. BN 
experts interact with domain experts to reveal 
inappropriate relations (edges). 

4. Step 3: identify quantitative relationships among BN 
nodes (variables) by determining the conditional 
probability tables (CPT), to acquire all conditional 
probability functions and to consider prior 
probabilities of root nodes. 

5. Step 4: verification via sensitivity analysis as well as 
testing the model in order to refine and redefine 
either the parameters (variables) or the structure of 
the model. 

Data learning can be used to automatically build the 
model structure as well as learning the model parameters. In 
our approach, we will identify the model nodes through a 
risk analysis in order to diagnose failures causes-effects. 
These failures may happen due to malfunctions, component 
faults or communication network failures. Then we quantify 
each CPT through performance evaluation and experimental 
datasets, obtained during dynamic tests of the system. 
Finally, the BN model shall be subject to sensitivity analysis 
through varying the model parameters to determine the 
accuracy of numbers in order to get satisfied results. 

III. IEC 61850-BASED SUBTATION SYSTEM 

The system is a cyber-physical system that involves 
communication network, automation system, power 
protection and control functions. The system uses IEC 
61850-based substation communications to carry digital data 
for power protection and control. In addition, measurements 
are carried digitally from process levels to protection and 
control functions at a bay level (Fig. 2). Protection schemes 
exchange IEC 61850 GOOSE based Ethernet frames to 
coordinate functionalities between protective relays, while 
process measurements at switchyard use IEC 61850 sampled 
values (SV) based Ethernet frames to send electrical 
quantities (e.g. voltage and ampere), in digital forms, to bay 
level [8]. Fig. 2 shows three organized levels, the station 
level that exists at substation monitoring room, the bay level 
that includes IED devices, while circuit breakers, 
transformers and disconnectors (i.e. field switchyard) exist at 
the process level.  

Figure 2: Station, bay and process inside an IEC 61850-based substation 
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Figure 1: a) A graph as a qualitative part of BN, b) An example of BN 
model 
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The Ethernet GOOSE service uses multicasting 
mechanism to inform IEDs about substation status and 
events. Usually every bay has many exchanged GOOSE 
data. In this mechanism, there is no acknowledgement, i.e. 
confirmation of data delivery or received status between 
coordinated IEDs. Hence that a method to analyze and 
diagnose failures of Ethernet or/and protection and control is 
necessary to guarantee availability of the substation 
functionalities. Fig.2 shows how merging units (MU) 
multicast sample values (SMV) to inform bay IEDs about 
switchyard status and events, while GOOSE data exchanges 
protection and control status between bay level devices, e.g. 
transformers and bay protection IEDs. In this architecture, 
modern substation automation system (SAS) functionalities 
depended on the IEC 61850 enabled services that include 
information exchanges, via an Ethernet network, between 
SAS components, such as [8] and [9]: 

1. Power quantities measurement shall be transferred 
from the MU at the process level to the bay level by 
means of sampled values, i.e. non-conventional 
instrumentation (NCIT) connected to Merging Units, 

2. Protection and control functions, simultaneously 
achieved by multifunction IEDs, receive 
measurements by means of SV datasets and issue 
GOOSE events according to these measurements. 

3. A circuit breaker controller, i.e. an IED embeds a 
network interface to exchange substation events, will 
receive implicit control commands via GOOSE 
datasets. 

4. Finally, the power system status will be observed 
through modeling an electrical power fault, i.e. 
modeled by BN node, to represent presence or 
absence of short-circuit or power transients. In 
addition, target status of the power system (red node 
at Fig. 4) will be derived from states of power fault 
and the SAS operation nodes. 

IV. RESEARCH METHOD 

Risk analysis techniques are important to identify risks 
occurrence, and their frequency and severity. These 
techniques may include risk matrix, hazard analysis, hazard 
and operability study (HAZOP), layers of protection analysis 
(LOPA), and (FMEA) technique. The later has extensions to 
determine criticality (FMECA) or diagnosis measures 
(FMEDA) [10]. To build the BN model, firstly we used 
FMEA analysis to identify failures’ modes and their causes-
effects. Thus, the BN model structure will be drawn by 
identifying the BN model nodes (i.e. by knowing failure 

causes and effects), and then to quantify CPTs from testbed 
collected data, expert knowledge and experimental statistics. 

A. FMEA technique 

Table II shows an FMEA analysis grid where failures of 
IEC 61850 communication services and their effects can be 
distinguished [11]. The ranked priority number (RPN) 
column represents criticality, which is a multiplication of 
occurrence (O) and severity (S) values [10]. FMEA analysis 
enables building causal relationships between causes and 
failures from one side, and failures and their effects on the 
other side. Failures cause-effect relationships are helpful for 
identifying failure causes, and therefore to build the BN 
structure. 

B. The developed BN structure 

Consequences of data communication failures are 
identified from FMEA analysis grid (e.g. quality of GOOSE 
service in table II, failure modes column). Ethernet network 
malfunction can cause these failures. Table II highlights 
consequences on the protection scheme and estimates final 
effects. The FMEA grid illustrates network perturbations 
(failure modes column) and their effects on the quality of 
GOOSE messages (local effects) and power protection 
functions. 

Human errors are neglected in this study due to lack of 
knowledge about the sociotechnical risk factors (i.e. human 
errors or intentions). Hence, the modeling focuses on 
technical causes of failures that may include Ethernet switch 
faults, IED malfunctions and network traffic. The BN model 
is drawn (Fig. 4) after identifying BN nodes and their cause-
effect relationships from Table II.    

  

Then, we used the academic version of the GeNIe 
software to build the BN model [12]. Fig 5 shows a snapshot 
of the graphical interface of this software, where a part of the 
BN model is shown.     
  

TABLE II.    FMEA ANALYSIS GRID [11] 

 

Figure 3: A diagram shows the method steps. 

 

Figure 4: BN model shows direct link between causes and failure. 
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In the elaborated model (Fig. 5), nodes are classified into 
three categories: a) observation nodes (e.g. network traffic in 
yellow color), b) symptoms  nodes (e.g. delay/loss of 
messages in green) and c) consequence nodes that represent 
failures evidences (e.g. power system in red). 

C. Quantifying the BN model 

Building a model of Bayesian network involves 

qualitative and quantitative parts. The last part appears as a 

more daunting task because it requires obtaining objective 

probabilities and quantifying the relation between the model 

nodes. Common sources of probabilistic information are 

(statistical) data, literature about the domain and the experts’ 

knowledge [13]. Several sources of data are required to 

enrich the developed model, such as statistical system related 

data, i.e. experiments or field-testing data, components 

reliability data, site periodic tests and experts answers to 

appropriate questions. Quantitative values are important to 

identify prior probabilities and to infer posterior probabilities 

(CPTs). For example, component failures are useful to 

extract prior probabilities data. In the other hand, modern 

innovative systems can be considered one-kind systems 

where past reliability data is not available. Therefore, testing 

is necessary to reveal their failures.    

 In this work, dynamic tests and experimental 

performance evaluations helped to understand the relation 

between system variables (BN nodes) and to quantify their 

CPTs by probabilities from testbed data.  

V. SETTING FAILURE AND MODEL VALIDATION  

A. Setting BN model nodes 

In the BN inference simulation, we set two types of 
nodes that are nodes of ranked observations (expected 
failures causes) and nodes of target states (failures states). To 
diagnose failures we set evidences about the failures by 
updating prior probabilities (observations). Then, we 
investigate failure scenarios (Fig 6 a, b and c) such as, what 
are the causes of substation automation failure given the 
observations about the state of Ethernet network and 
evidence that the protection function is reliable. Data 
learning is used to set parameters of nodes (CPTs). This data 
is collected from saved files, i.e. text and comma separated 
values (CSV). The learning is performed with random 
variables initialization using EM Algorithm (Expectation 
Maximization Algorithm), which has roots back to research 
works of [14] and [15]. In addition, the continuous variables 
such as traffic rate and GOOSE delay are discretized into 

specific states, e.g. traffic node states are low, medium and 
high. 

B. Setting failure scenarios 

By setting evidence from experimental observations, 
such that the operation of substation automation is failed (as 
target state) and varying states of observed network traffic. 
In results, an obtained diagnosis of main causes are classified 
according to traffic states of Ethernet. For instance, when the 
traffic is low the first ranked cause was the merging unit 
processing (i.e. either takes long time or not operating 
reliably), and the second cause was the delayed processing 
time of circuit breaker controller, i.e. either due to delayed 
action or non-reliable operation (top right of Fig 6 a).  

      

       
       
      

Figure 6: a) Testing the diagnosis with observations. Ranked causes are 
classified at the top right and given evidences at the bottom right. b) and 

c) Ranked causes are reclassified according to new evidences 

 

a) 

b) 

c) 

Figure 5: structure of our BN model as shown in the GeNIe graphical interface. 
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 Through resetting the evidence of Ethernet network 
traffic, i.e. new observations, to a medium traffic a new 
probability is propagated (by Bayesian inference) that ranked 
the observations (causes) according to this state. Hence, the 
first ranked cause was the GOOSE delay with higher 
likelihood, and the second cause was the SV transmission 
delay (Fig 6 b). Once again, resetting the traffic to a high 
state affects the classification of causes where GOOSE 
transmission delay was classified as the first cause, and the 
second cause was the merging unit processing (Fig 6 c). 

C. The validation of the BN model 

Validating the BN model by evaluation and verification 
is the final step to check the diagnostic results via testing real 
application data collected from the testbed [16]. The idea 
here is to learn the model parameters from the collected 
dataset records and by leaving one empty record for testing 
the diagnosis. Additionally, we generate synthetic datasets, 
i.e. failure cases, from the BN model to check its consistency 
to real testbed data, and to test them randomly by comparing 
their results with our intuitive estimation of failure causes. 
Simulating the generated failures and inspecting their ranked 
causes help to evaluate the diagnosis performance.  

Fig 7 illustrates testing by importing the protection 
failure case from a data file, in order to use the model to 
diagnose the causes. The figure shows a case of a protection 
failure where the target failure is the protection function and 
given observations are a short GOOSE delay, low network 
traffics, and a short SV delay. The result of the diagnosis is 
consistent with our estimation.  

 

 

 

We tested some recorded failure cases in order to check 
the accuracy of estimated causes. Hence, varying CPT 
probabilities and checking their influence on the posterior 
probabilities will evaluate the diagnosis performance. This 
evaluation aids to verify the results, i.e. ranked causes, by 
comparing them to the correct diagnosis explanations.  

Finally, to validate the model consistency, a sensitivity 
analysis (Fig. 8) step is vital to inspect causal relations 
among nodes and conditional dependency. This step means 
varying the nodes parameters, i.e. states values, and checking 
their influence on the other model contents. This technique 
assists validating the probability of the BN nodes through 
investigating the effect of small changes in numerical 
parameters through modifying their probabilities. This effect 
can be checked through the output parameters, e.g. posterior 
probabilities. To analyze the sensitivity, a node (or several 
nodes) should be set as a target node (SAS operation in this 
case), i.e. mathematically by varying inputs to check effect 
on the model parameters. This step helps also to tune the 
model parameters when a BN expert can ignore (delete) 
some nodes due to their inconsistency and negligible 
influence on the model parameters. Fig 8 shows red colored 
nodes that have most sensitive parameters. 

VI. RESULTS AND DISCUSSION 

A. diagnosis of power outage failure 

To evaluate the diagnosis performance a power outage 
case is given (Fig. 9, at top-left). Measurements and 
protection functions operate properly, during low network 
traffic. Through setting power system node in a failure state, 
the model inference algorithm updates ranking of failure 
causes (Fig. 9, at top-right). The diagnosis classifies the 
power fault, i.e. power transients, as a top ranked cause with 
a value of about 83% (Fig. 9, at top-right). In this case, the 
low traffic evidence enforces a belief that SV and GOOSE 
delays are low (Fig. 9, at bottom-right) which matches the 
intuitive estimation. 

Figure 8: Sensitivity analysis step where SAS operation node is set as target node for failure diagnosis. 

 

Figure 7: diagnosing a protection function failure, a case from a record 

Figure 9: diagnostic results of the power outage given reliable SAS 
functions and low traffic 
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B. Multi-failures diagnosis 

Diagnosis of many faults shall provide most common 
causes according to maximum likelihood. Through setting 
nodes of measurement, protection, and circuit breaker (CB) 
operation in a failure state (Fig. 10, at top-left), the diagnosis 
inference classifies the GOOSE delay as the most common 
cause, with a value of about 20% (Fig. 10, at top-right). The 
second ranked cause, with about 8%, is the SV delay. One 
can understand from this result that control functions depend 
on exchanged GOOSE messages for protection and CB 
operations, while measurements depend on SV. 

 

C. Discussion 

The model classifies causes according to extracted 
probabilities from the experimental dataset [16]. The results 
are validated for a substation platform that use 10/100 Mbps 
switched Ethernet, several IEDs from different vendors, and 
SV and GOOSE communications. Ranked causes correspond 
to the expected diagnosis. For instance, diagnosis of 
simulated cases, which have different network traffics (i.e. 
low, medium and high), provides good results in terms of 
failure locations and ranked causes (see section VI, part B). 
The model can also identify causes of multi-failures, and it 
can rank common causes according to expected likelihood. 
Additionally, the model diagnosis can classify causes of 
simulated failures, i.e. generated failures dataset. These 
simulations shall aid electric power technicians and 
engineers to acquire knowledge about cyber-physical 
failures, especially failures of communication networks that 
exist in recent substations. 

 

VII. CONCLUSIONS 

This paper presents a BN modeling technique for 
troubleshooting cyber-physical failures of a substation 
automation system. It shows how to build a diagnostic tool to 
identify failures such as communication faults, protection 
IEDs or/and merging units faults. Failures identification shall 
improve reliability of such complex systems, and shall help 
to achieve failures isolation, e.g. by maintenance. Fault-
tolerant and self-healing systems shall embed such technique 
to improve the SAS availability, and consequently to 
improve service reliability of electrical energy transmission 
and distribution. The results show that the BN model based 
diagnosis can rank failure causes according to their expected 
maximum likelihood. Even for multi-faults, the model 
provides ranked common causes. This study has focused on 
failures of 10/100 Mbps Ethernet network, measurement and 
protection devices, rather than evaluating protection failure 
consequences. Although SAS performance is important for 
power service reliability. Intensive networking tests, e.g. 
network traffic effects, shall improve identifying these kind 
of failures. Further work can be embedding the diagnosis 
inside a device (such as an IED) dedicated to diagnose cyber-

physical failures of SAS. The diagnosis can work in a real-
time manner by exploiting online and historical data from 
substation protection devices and Ethernet network switches 
at process, bay and station levels. 
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