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Abstract—Vulnerabilities and weaknesses of web 

applications are targeting by attackers. Therefore, penetration 

testing techniques is very important for building strategies 

which make the system is secure. This paper proposes a 

penetration testing model for phishing attack which is a 

common nowadays. This was achieved by information 

gathering method. The proposed model was implemented using 

the latest versions of VMware-machine, kali-Linux, and 

Windows 10. The hiddeneye, ngrok, and bitly tools were used.  

The obtained results of the phishing attack were identified and 

their suitable countermeasures were defined. 
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I. INTRODUCTION  

This Phishing is a cybercrime in which scammers send a 

malicious email to individual(s) or mass users of any 

organization by impersonating a known individual or a 

business partner or a service provider, these emails are 

carefully crafted such that you open it without any suspicion 

[1]. Criminals have countless methods and types of phishing 

emails to trick email users. 

     Phishing is the electronic version of social engineering 

and has found a huge market in our email-obsessed world. 

Hackers send fraudulent emails out to literally millions of 

people, hoping a few will click on the attached links, 

documents, or pictures, with the goal of getting recipients to 

willingly provide valuable private information such as; 

social security numbers, passwords, banking numbers, PINs, 

credit card numbers and so on . 

    This can be achieved through a few different methods. 

Sometimes, cybercriminals trick email recipients into 

opening an email attachment that loads harmful malware 

onto their system. Other times, they fool recipients into 

providing sensitive personal information directly via web 

forms. Either way, these seemingly small mistakes could 

send serious ripples across an organization, compromising a 

corporate or personal security. 

      These types of phishing attacks open the door for 

attackers to enter into the victim system and access 

confidential data like bank account details, credit card 

numbers, social security number, passwords, etc.   

Once the information is obtained, the phishers immediately 

send or sell it to people who misuse them. Sometimes, 

phishing not only results in loss of information but also 

injects viruses into the victim’s computer or phone. As soon 

as infected, phishers gain control over devices, through 

which they can send emails and messages to other people 

connected through the server. 

     According to the APWG report, the number of unique 

phishing websites had reached 73.80% from October 2017 

to March 2018, and, 48.60% of the reported phishing 

incidents had used “.COM” domain . 

     The domains and websites that interacted with assumed 

are safe, but hackers do trick us with different types of 

phishing attacks, by using impersonated domains and cloned 

websites. Scammers use Social Engineering to know the 

online behavior and preferences of the potential victim, [4] . 

This helps them to craft a sophisticated attack [3]. 

     According to the Kaspersky report in Q2 2019, the 

average share of spam in global mail traffic fell to 57.64%, 

while the Anti-Phishing system prevented more than 130 

million redirects to phishing sites, up 18 million on the 

previous reporting period . 

    Throughout Q2 2019, their security solutions detected a 

total of 43,907,840 malicious email attachments. The most 

prevalent malware in mail traffic was 

Exploit.MSOffice.CVE-2017-11882.gen with a share of 

7.53%, while Backdoor.Win32.Androm, with an 8% share, 

was the most common malicious family. 

    In Q3 2019, first place by prevalence in mail traffic went 

to the Office malware Exploit.MSOffice.CVE-2017-

11882.gen (7.13%); in second place was the 

Worm.Win32.WBVB.vam worm (4.13%), and in third was 

another malware aimed at Microsoft Office users, 
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Trojan.MSOffice.SAgent.gen (2.24%). In Q3 2019, the 

Anti-Phishing system prevented 105,220,094 attempts to 

direct users to scam websites. The percentage of unique 

attacked users was 11.28% of the total number of users of 

Kaspersky products worldwide [2]. 

     The rating of categories of organizations attacked by 

phishers is based on triggers of the Anti-Phishing 

component on user computers. It is activated every time the 

user attempts to open a phishing page, either by clicking a 

link in an email or a social media message, or as a result of 

malware activity. When the component is triggered, a 

banner is displayed in the browser warning the user about a 

potential threat . 

     This is the first time, in 2019, the share of attacks on 

organizations in the Global Internet Portals category 

(23.81%) exceeded the share of attacks on credit 

organizations (22.46%). Social networks (20.48%) took 

third place [2]. 

II. PHISHING ATTACK 

Phishing can take many forms and can be achieved with 

many tools and techniques. Here, we highlight the most 

common tools and techniques that are used to carry out 

phishing scams. There are many sophisticated types of 

phishing involving email fishing. 

A. Email Phishing 

     Most phishing attacks are sent by email. The crook will 

register a fake domain that mimics a genuine organization 

and sends thousands out thousands of generic requests  .The 

fake domain often involves character substitution, like using 

‘r’ and ‘n’ next to each other to create 'rn' instead of 'm ' .  

     Alternatively, they might use the organization's name in 

the local part of the email address such as 

'paypal@domainregistrar.com' in the hopes that the sender’s 

name will simply appear as 'PayPal' in the recipient’s inbox  . 

There are many ways to spot a phishing email: 

• Link manipulation: is a widely used technique for 

phishing scams. It is done by directing a user 

through fraud to click a link to a fake website. 

Generally, many users are now aware that they do 

not need to click on links that may seem suspicious 

in first look. Hence, hackers are now using 

manipulative ways to get the users to click [3].  

• Use of Sub-Domains:  for nontechnical users who 

may not be familiar with sub-domains, this trick 

works like magic for the hacker. Consider for 

example, we get an email from a famous  'xyz' 

bank that asks for our credentials and requests you 

to click on the URL: 'www.xyzbank.user.com'. A 

nontechnical person will consider that the link 

would direct to a “user” section of the 'xyzbank'. In 

reality, the link takes you to the 'xyzbank' section 

of the website www.user.com. Though the domains 

are unique, sub-domains are not, and hence no 

domain owner can prevent anyone from using their 

name as a sub-domain of their domain. Whether 

technical or nontechnical one, should always 

remember that the URL hierarchy always goes 

from right to left. Hence a link that says 

'mail.yahoo.com' will take you to domain of yahoo 

with sub-domain as mail, whereas yahoo.mail.com 

will lead you to the domain mail.com with 

subdomain as yahoo. 

• Hidden URLs: another commonly used link 

manipulation technique is when a phisher hides the 

actual URL under plain text. This means that rather 

than displaying the actual URL, they use sentences 

such as “Click Here” or “Subscribe”. In reality, the 

URL hiding behind the text leads you to phishing 

websites. A more convincing email could even 

display the actual link, such as 

www.americanexpress.com, but if you click the 

link it would lead you to an unexpected website. 

Another method of hiding the URL is by using 

shortening tool such as tinyurl or bit.ly. 

• Misspelled URLs: another common link 

manipulation technique is when a hacker will buy 

domains with a variation in spellings of a popular 

domain, for example, facebok.com, googlle.com, 

yahooo.com, etc. They then fool the users by 

making similar looking websites and asking for 

personal information. This technique is also known 

as URL hijacking or typo-squatting. The advantage 

it gives to a malicious user is that they don’t even 

need to be sent via email to be accessed. Rather, a 

little carelessness in typing can lead many users to 

them [3]. 

• IDN Homograph Attacks: in this technique, a 

malicious individual misguides a user towards a 

link by taking advantage of similar looking 

characters. For example, a user who frequently 

visits Citibank.com may be directed to click a link 

in which Latin C is replaced by Cyrillic C. 

Moreover, characters that seem similar may also be 

used to deceive. For example, capital of i (I) and 

small L (l), both look the same. Similarly, zero (0) 

and capital o (O) also look much the same . 

 

B. Spear Phishing 

     Spear phishing describes malicious emails sent to a 

specific person. Criminals who do this will already have 

some or all of the following information about the victim : 

• Their name  ; 

• Place of employment  ; 

• Job title ; 

• Email address; and   

• Specific information about their job role  . 

One of the most well-known data cracks in recent history, 

the hacking of the Democratic National Committee, was 

done with the help of spear phishing. The first attack sent 

emails containing malicious attachments to more than 1,000 

email addresses. Its success led to another campaign that 

tricked members of the committee into sharing their 
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passwords [1].  These attacks have a greater risk because 

phishers do a complete social profile research about the user 

and their organization through their social media profile and 

company website [3].  

     Out of the different types of phishing attacks, spear 

phishing is the most commonly used type of phishing attack 

on individual users as well as organizations [1]. Most of the 

times, these emails are phishing scams and clicking on the 

links redirect you to fake websites meant to “phish” your 

personal information. 

C. Pop-up 

     Messages are one of the easiest techniques to conduct 

successful phishing scams. They allow hackers to steal login 

details by sending users pop-up messages and eventually 

leading them to forged websites through these pop-ups . 

     A variant of phishing attacks, also known as “in-session 

phishing,” works by displaying a pop-up window during an 

online banking session and appears to be a message from the 

bank. A typical “in-session phishing” scenario would look 

like this: 

• Logging into online banking account . 

•  May leaving browser open and check another 

website in another window . 

A pop-up appears after some time, supposedly from your 

bank, and asks you to retype your username and password 

as your previous session has expired. You enter your details, 

not expecting the popup to be a fraud, since you had already 

logged into the bank’s website. Another recently widespread 

pop-up phishing scam is the “popup tech support.” When 

browsing the Internet, you will suddenly receive a pop-up 

message that your system is infected and you need to 

contact your vendor for technical support [3]. 

III. THE PROPOSED MODEL 

In this paper, a penetration testing model was proposed as a 

model to test the integrity and confidentiality of data on the 

network security throughout a particular four phases of 

procedures as shown in “Fig. 1”. Several tools and 

techniques are used for social engineering and information 

gathering to generate the domain and attacks on the intended 

network security. Therefore, the test network laboratory was 

setup in attempt to simulate attacks on the given network 

with a few information about the target system or network, 

hence, the used type of penetration testing known as a grey-

box approach. It reduces the number of irrelevant tests and 

minimize the possibility of damage to the system or 

network. 

 
Fig. 1. The Proposed Penetration Testing Model 

 

      The overall process of penetration testing is divided into 

several phases collectively they form a comprehensive 

penetration testing methodology. Different methodologies 

may have different nomenclature for various phases, but 

these methodologies share the same objective. There are 

four phases as shown in "Fig. 2", to be used by the network 

penetration tester.    

IV. LABAROTORY SETUP 

The proposed penetration testing model is implemented 
using specific tools and techniques. First, we have installed 
the VM Ware version 15.5, which is virtualization software 
that allows us to use different operating systems on the 
virtual machine, to emulate a cross-platform environment. 
Second, two machines OSs (Kali Linux and Windows 10) 
software were installed and the firewall is activated with 
each machine as depicted in "Fig. 2".  Moreover, this OS 
software served as a target or victim machine throughout the 
test.  

     The HiddenEye, Ngrok, and Bitly are the main tools that 

were used to conduct the penetration test. The HiddenEye 

modern tool requires PHP and Python3 to be installed. The 

We have installed Ngrok tool on Kali machine, as one of the 

penetration testing tools during the victim exploitation 

process.  

 

 
Fig. 2. Laboratory Infrastructure 
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V. EXPERIMENTAL RESULTS 

      In this section, the implementation of phishing attack of 

the proposed model is presented with the obtained results. 

Such an attack is carried out as following: 

• Step 1: the phishing attack is started by downloading 

the hiddeneye tool. We have selected the Paypal 

external bank site to test the username and password 

against broken based on the hiddeneye sequence 

number which is 31 for the Paypal service as shown in 

"Fig. 3".   

 

  
Fig. 3. Selecting Paypal Page 

 

• Step 2, Ngrok tool (multiplatform tunneling) is selected 

as reverse proxy software to establishe secure tunnels 

from a public endpoint such as Internet to a locally 

running network service while capturing all traffic for 

detailed inspection and replay as shown in "Fig. 4". 

 
Fig. 4. Establishing Secure Tunnels 

• Step 3: Identifying reverse connecting port of the victim 

machine for making redirects connection via port 8080 

using Ngrok tool for Kali Linux machine with domain 

generator. "Fig. 5" shows the implantation of this task.  

 

 
Fig.5. Redirecting Connection Port 

 

Step 4: Inserting a custom redirect URL 

'paypal.com/us/signin' as shown in "Fig. 6". 
 

 
Fig. 6. Redirecting URL  

 

Step 5:  A new URL is generated as shown in "Fig. 7".   

Then, it will be hided using bitly tool, that make the victim 

does not expect that such a link is sent from a server as 

shown in "Fig. 8".  The hidden URL is sent either by 

creating a fake-email or through social media to make the 

user of a victim website clicking the link to confirm some 

information. 

 
Fig. 7.  Generating URL by Ngrok. 

 

 
Fig. 8. Hiding the URL. 

• Step 6:  Finally, once the link is clicked by the victim, 

then user name and the password are obtained using 

hiddeneye tool. Moreover, specifications of the victim's 

device, the public IP, and the state/country are 

displayed as shown in the "Fig. 10". 
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Fig. 9. The Result of the Success Attack 

 

VI. COUNTERMEASURES 

    The victim machine became compromised. So, the below 

proposed techniques that should be considered and highly 

recommended as countermeasures to make a victim machine 

protected from this type of attack are listed as following:  

• To make a victim machine protected from the pop-up 

phishing, users should avoid the responding for the 

popup windows that appear spontaneously and clicking 

a hyperlink. Moreover, block pop-ups in the browser 

settings and always log out of the banking sessions and 

other sensitive accounts as soon as the work is 

completed [5] . 

• Filter emails for phishing threats using multi software 

tools to detect a lot of malwares in an email and to 

detect known malicious URLs and security analytics to 

alert on unknown ones such as 'Rapid7 UserInsight' 

tool. 

• Updating client-side, software, and plug-ins in  

• Updating the operating systems, browsers, and its plug-

ins such as Flash and Java. This is required due to some 

phishing emails include URLs to exploit vulnerabilities. 

• Implementing 2-factor authentication and adding 2-

factor authentication (2FA) to any external device to 

stop attackers from using stolen passwords. 

• Training employees on security awareness due to any 

phishing attack can succeed only if a target victim 

clicks on the link.  So, creating awareness and 

educating the employees and other users about the types 

of phishing attacks in the network is the best way to 

prevent phishing attacks. 

• Reading sender’s email address carefully is also a way 

to prevent phishing attacks.  

• Copying and pasting characters in an email address in 

the notepad to check the use of numeric or special 

characters.  

• Checking the website address to avoid a fake address 

which is a very similar to the real one. For example, 

there is a typo in the link that people can easily miss: 

'www.citiibank.com' instead of  'www.citibank.com', 

and ‘amazon.com,’ that will be redirected to 

‘arnazon.com’, which belongs to the attacker. 

 

VII. CONCLUSIONS 

     We have presented a penetration testing model for 

phishing attack. Such a model was implemented and 

suitable counter measures were defined. We have found that 

security methodologies and tools, if properly utilized, can 

prove their usefulness for understanding the weaknesses of 

the network or system and how they might be exploited. 

Penetration testing is not an alternative to other security 

measures however, it can be used to complement the 

defense in depth principle. Moreover, the use of old systems 

should be avoided as it may have serious vulnerabilities. 

     Absolute security cannot be achieved, this is one of the 

fundamental principles of security, but a high rate of safety 

could be achieved through the implementation of network 

penetration testing periodically. Therefore, penetration 

testing techniques is very useful for building strategies for 

measuring the extent of securing data in order to improve 

the management performance, through the filtration of data . 

Finally, in order to perform a successful penetration tests, 

the underlying methodology should use different security 

tools.  
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