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Abstract—Modern substations utilize automation systems 

that include information and communication technologies to 

profit from digital data exchange and software features. These 

systems require important intentions regarding security of 

their data exchange services and devices functionality. 

Obviously, their automation systems operate safety-related 

functions such as power protection and control, hence, their 

functionalities need an integrated approach to ensure seamless 

security and safety. In this paper, an analytical methodology is 

used to analyze cybersecurity and safety of digital substation 

automation systems in terms of secured data exchange and 

functional safety of protection and control subsystem. The 

methodology captures safety-related communication messages 

and compares their contents according to requirements of 

functional safety and cybersecurity. 

Keywords—Cybersecurity,Ethernet, functional safety, IEC 

61850, smart grids, substation network. 

I. INTRODUCTION 

Power delivery needs security and dependability in terms 
of electric service availability and reliability, and safety of 
equipment and people. Transmission and distribution 
substations are important nodes in electrical power delivery, 
and they play an important role in modern smart grids 
reliability. Recently, substation automation systems (SAS) 
benefit from information and communication technologies 
(ICT) such as digital communication networks, smart 
software applications and programmable electronic devices. 
For instance, SAS use Ethernet networks to connect 
electronic devices, e.g. protection and control relays, and to 
exchange data between different devices and equipment in 
interoperable manner [1]. 

Mentoring, protection and control functions exchange 
data through digital Ethernet networks that exit at many 
levels of the modern substations. These substations use IEC 
61850-based automation systems that enable digital 
communication among station management computers, 
IEDs, Merging units and smart switchyard equipment. 
Digital protective relays become intelligent devices, i.e. due 
to embedded software, and called intelligent electronic 
devices (IEDs) that have microprocessors and Ethernet 
interfaces [2]. Data transmitted typically in a digital form 
between IEDs and other substation devices. Hence, this 
evolution opens a door for cybersecurity of applications data, 
transmitted data and substation devices, although the later 
have limited processing resources in terms of memory, disk 
space and microprocessor performance. Data encryptions 
and authentication are among cybersecurity measures to 

protect data. These measures may consume devices resources 
and delay main protection and control functionalities. Since 
that, designers of protection schemes should consider the 
performance constraints of protection functions and limited 
resources of substation devices.  

This paper aims to analyze compliance of safety related 
communications, in particular protection and control data 
communication services in modern substation automation 
systems.  Then the raised question is,do communication 
service compliant to the functional safety and to the 
cybersecurity while respect real time requirements? The 
analytical methodology shall help understand the 
standardized requirements from one side and to check 
compliances and contradictions of existed communication 
services from the other side. 

The rest of this paper is organized into six sections where 
section II explains real-time communication services of IEC 
61850-based substations. Section III provides fundamental 
definitions for safety and detailed notion about functional 
safety aspects. Section IV defines security as cybersecurity 
of information and communication technologies inside 
safety-related systems. In section V, our analytical 
methodology emphasis compliance of protection and control 
communication messages. In this section, discussions are 
elaborated about the compliance to the related standards. 
Thelast section concludes this paper and provides 
perspectives about potential works. 

II. REAL-TIME PROTECTION AND CONTROL 

COMMUNICATION PROTOCOLS 

A. From legacy to modern substation communications 

Intra communications inside substations use different 
communication and network protocols (e.g. Modbus and 
DNP 3.0) for data exchanging and management. Therefore, 
many proprietary protocols have appeared in the field of 
substation automation systems. Protocol converters and 
gateways are required to maintain data interoperability when 
a substation project mix protocols, i.e. devices and 
equipment from different suppliers. Additional tasks are 
required to install these gateways, which results in increasing 
of cost, effort and configuration complexity [3]. 

Since 1986, Electric Power Research Institute (EPRI) has 
addressed the issue of different protocols in substation 
installations. EPRI took efforts that resulted in release of the 
Utility Communication Architecture (UCA 1.0) project by 
the end of 1991.  
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In 1990s, the deregulation of power energy market and 
global competition enforced the need for common efforts to 
increase integration of substation automation systems. Pilot 
projects involved experimental technologies were attempting 
to develop a standardized approach to cover all 
communications from protection relays and electronic 
devices up to the control center or SCADA master [4]. These 
projects resulted in the release of UCA that specifies the use 
of Manufacturing Message Specification standard (MMS) 
and Integrated Utility Communication (IUC). Therefore, 
EPRI established a forum with Northern States Power 
Company (NSP), about the implementation of MMS across 
multiple communication media. Demonstrations from the 
MMS forum projects have resulted in detailed specifications. 
These specifications addressed interoperable 
communications in the utility industry covering 
communication profiles, application services and object 
models for IEDs [5]. 

In 1999, these works, i.e. substation implementation 
documents, were released as UCA 2.0, published in the IEEE 
1550 technical report, and further used as foundation for the 
IEC 61850 standard [6].A working group worked in the 
harmonization of certain parts from the UCA that resulted in 
extension of UCA modeling, data definitions, data types and 
services. The IEC 61850 adopted these results in respective 
standardization parts and continued UCA efforts in their 
standardization parts. 

B. GOOSE and SMV 

IEC 61850-8-1 defines peer-to-peer communication 
services, in modern substations, named Generic Substation 
Events (GSE) for exchanging data between protection and 
control applications. These services have a relation to the 
power process information when power relays exchange 
power protection and control status data. The communication 
services at bay level use GOOSE (Generic Object Oriented 
Substation Events), i.e. IEC 61850 GOOSE. GOOSE 
provides the peer-to-peer information exchange between the 
input data values of an intelligent electronic device (IED) 
to/from the output data of many other IEDs via multicast 
communication pattern [7]. 

IEC 61850 GOOSE flexibly carries long digital values 
that are prepared by IEDs to publish protection and control 
enabled GOOSE messages containing data values grouped 
into data sets. Other IEDs subscribe to and receive interested 
published GOOSE messages in order to manage decisions or 
compute data for internal use such as local interlocking 
condition processing via comparing received switches 
positions. Therefore, the IED can play a role of publisher and 
subscriber at the same time.  

IEC 61850 transmission profiles for time-critical 
applications require real-time performance class (e.g. 
GOOSE messages) that enforces embedding GOOSE dataset 
into an Ethernet frame (Fig. 1), instead of using TCP or UDP 
as transport protocols, thereby to avoid processing of any 
middle layers that cause long delay, and to make shorter 
frames without overhead data [8]. A new connected IED can 
publish initialized data about its status, and this IED can 
receives subscribed data, via a digital communication, from 
other IEDs to act on the substation according to their 
programmable algorithm. 

Another real-time communication is the SMV service 
(sampled measured values) that exist at process levels (e.g. 
switchgear and field equipment), in which the IEC 61850 
extends its scope to include digital communications to the 
process switchgear with integrated electronics and to non-

conventional current and voltage transformers acting as 
power sensors [9]. With these communication interfaces, the 
standard enables transmission of sampled values representing 
current, voltage, frequency and other process values. To 
avoid processing delay of the middle layers, the standard 
maps the SMV application data directly into Ethernet layers 
(Fig. 1), i.e. two lower layers of the ISO OSI. 

III. SAFETY AND FUNCTIONAL SAFETY 

A.  Substation protection functions are safety related 

In real life, when safety is mentioned risks are thought. 
Safety means that a system does not fail in a manner that 
causes catastrophic damage during a specified period of time 
[10]. Safety is a measure of continuous safeness, or 
equivalently, of the time to catastrophic failure. Safety S(t) of 
a system at time t is the probability that the system either 
performs its function correctly or discontinues its operation 
in a fail-safe manner in the interval [0, t] given that the 
system was operating correctly at time 0 [11].  

Safety in practice is application-specific, for example in 
power substations, higher voltage levels are safety concern 
considering protection of workers and equipment. 
Switchgear equipment faults could lead to critical failures 
such as failing to force sequential clearance of faults. In 
result, these events cause hazard consequences against 
substation technicians [12 &13]. Furtherly, the protection 
and control shall guarantee safety of assets, i.e. switchyard 
equipment, by clearing faults and enabling fail-safe measures 
during hazardous situations, e.g. arc flash incidents. Hence, 
failures are categorized into fail-safe and fail-unsafe ones 
[13].  

A fail-safe failure can happen during short-circuit 
considering a substation main bus (without secondary 
backup) that shall generate a tripping signal from an 
appropriate protection relay to open a corresponding circuit 
breaker. The power substation no longer supplying electricity 
due to shutdown of power lines shutdown, then one can say 
that a safe failure is occurred due to protecting equipment 
and technicians but interrupting electricity. If a protection 
function cannot respond by tripping the corresponding circuit 
breaker, then a fail-unsafe failure is said. 

Protection functions in substations incorporates 
instrumentations such as sensors (e.g. CT/VT or NCIT), 

SMV GOOSE 

Ethernet Logical Link Layer 

Physical layer 

Real Time communications  

Fig.1: Direct mapping of real-time communication services to Ethernet 

layers 
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logic solvers such as controllers (e.g. protective relays and 
IEDs) and final elements such as actuators (e.g. circuit 
breakers). These protection functions are safety related with 
varying levels of risk [14]. These functions should construct 
principal protection layer to prevent hazards such as, arc 
flash and inter-phase short-circuits. 

B. Functional safety 

The committee 65 of the international electric technology 
consortium (IEC TC 65) in its standard IEC 61508 defines 
functional safety as a part of overall safety that depends on 
the correct functioning of the process or equipment in 
response to its inputs [15]. In a study that stated “In order to 
achieve functional safety of a machine or plant the safety 
related protective or control system must function correctly 
and, when a failure occurs, must behave in a defined manner 
so that the plant or machine remains in a safe state or brought 
into a safe state” [16]. Safety systems are designed to be 
activated upon hazardous process deviations (process 
demands) to protect people, environment and material assets 
[17]. 

In fact, power automation systems are safety related 
systems where the protection and control systems are 
continuously active systems. The substation automation 
system has safety functions that interact to mitigate and 
control faults in order to avoid (mainly) power system 
failures or outages, and to protect technicians, switchyard 
equipment and to lessen effects toward environment. 

C. Safety integrity levels 

To reduce a risk one shall identify and understand risks 
that combine severity and probability of a risky event, that 
means how often can risks happen, and how bad are they, 
thus risks can be evaluated qualitatively or quantitatively 
[18]. Then tolerable risks that may have high frequency but 
low severity. Frequent risks are not acceptable when they 
cause degraded operation of a service considering its 
dependability. In other terms, acceptable risks are application 
or process dependent that cause no harm for people, property 
and environment.  Then, tolerable risks can be considered as 
what are acceptable to society. Another term deals with 
remained risks is residual risk that remain after all protection 
layers, including SIS systems. Since that, risk reduction can 
be defined as reducing EUC risk to an acceptable level. Eq. 1 
calculates risk reduction factor by dividing non-protected 
risks on tolerable risks. 

𝑅𝑅𝐹 =
𝐹𝑛𝑝

𝐹𝑡
    (1) 

Where RRF is risk reduction factor, 𝐹𝑛𝑝 is unprotected 

risk frequency and 𝐹𝑡 is tolerable risk frequency. In low 

demand mode, the metric average probability of failure per 

demand, (𝑃𝐹𝐷𝐴𝑉𝐺) is used representing a reciprocal of RRF 

(2). 

𝑃𝐹𝐷𝐴𝑉𝐺 =
𝐹𝑡

𝐹𝑛𝑝
 = 

1

𝑅𝑅𝐹
   (2) 

With the same approach, Eq. 3 derives percentage of 

safety availability, in which another metric for performance 

of a safety related system. 

𝑆𝐴% =
(𝑅𝑅𝐹−1)×100

𝑅𝑅𝐹
   (3) 

Safety integrity level (SIL) is a measure of safety 
performance correlated to risk reduction. Safety practitioners 
adopt SIL measure to classify safety integrity. Table 1 
depicts SIL levels, RRF and safety availability. Obviously, 

higher SIL level means more reliable (available) safety 
system. In result, calculating RRF or safety availability shall 
help to determine the required SIL level against identified 
risks. Probability of failure per hour (PFH) signifies high 
demand mode, when a SIS system is demanded more than 
once per year, or operates continuously which is the case of 
substation automation functions. 

Table1 safety integrity levels according to IEC 61508 standard [15] 

 

 

 

 

 

 

 

 

 

 

 

 

IV. SECURITY AS CYBERSECURITY 

A. Security  

It is as a protection to prevent unauthorized access and/or 
handling of information [19].  Security can compromise 
safety of substation automation systems, although for 
historical reasons, security term is used to indicate safety. 
This section refers to security as cybersecurity. Most security 
threats and related issues are intentionally caused by 
malicious people trying to gain some benefits, get attention, 
or harm someone [20]. Security itself has three combined 
properties that help to define it, confidentiality that means 
the prevention of the unauthorized disclosure of information, 
integrity that means the prevention of the unauthorized 
amendment or deletion of information, and availability that 
means the prevention of the unauthorized withholding of 
information. 

B. Cybersecurity issues related to real-time systems 

Encryption and cryptography methods are techniques that 
can improve information confidentiality, and ensure its 
integrity and authenticity. When two entities begin data 
exchange, they have to authenticate each other [20]. 
Nevertheless, for real-time systems with limited resources, 
this is an issue, because of encryption processing overhead 
that consume time, especially when time-critical constraints 
do exist. Intrusion detection/prevention systems, firewalls or 
similar security means can eliminate and/or mitigate 
malicious faults caused by viruses or intruders [13]. 

A study reviewed the different aspects of security 
standardizations necessary to build and operate smart grid 
systems by describing current and new use cases in the sense 
of smart grid components, especially the power automation 
systems[21]. This study focused on the current 
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standardization of IEC 62351 and NERC-CIP, i.e. critical 
infrastructure protection, by providing an overview and 
extension to security issues. These issues stimulate the 
NERC to release standards and recommended practices as 
response to modern threats facing the critical infrastructure. 
The NERC-CIP standards address systems such as the power 
grid and related systems (e.g. SCADA systems).  

Wei & Wang studied the impacts caused by cyber-attacks 
and their countermeasures in smart grids and they found that 
cyber-attacks countermeasures might also introduce non-
trivial negative impacts and even result in worse 
consequences [22]. In a relevant study, IEC 61850 
communication services are analyzed to inspect parameters 
of GOOSE frames, the authors concluded that IEC 61850 
implements a bunch of remedial measures to detect 
communication errors although the standard does not report 
what must be done when communication error is detected 
[23]. In their study, the researchers recommend certification 
of the IEC 61850 stack of communication services and 
related configuration software according to functional safety 
requirements. 

V. THE ANALYTICAL METHODOLOGY 

A. The safety communication requirements 

The second part of the standard IEC 61508-2 enforces 
additional requirements when data communication is used. 
These requirements obligate the safety function to be safety 
identical, when realized with data communication such as 
fieldbus system. Thestandard also refers to another standard, 
the IEC 61784 that identifies additional communication 
failure modes and recommends measures to detect and 
mitigate them. These failure modes can be raised within 
connected multiple bus nodes, reception of messages not for 
the node, co-existence of safety and standard 
communication, safety-related and non-safety related 
messages and sensitivity to electromagnetic compatible 
(EMC) interferences [24]. A list of known causes of 
transmission errors, such as frames loss and delay, are given 
in table 2 [25 &26]. 

Table 2: Data transmission failure modes [Borcsok, 2010] 
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Overloaded network  *    * 

Tapping * * * * * * 

 
the standards obligates a sort of measures such as cyclic 

redundancy check, timestamp, source identifier etc. Table 3 
provides good examples of measures to mitigate the 

aforementioned causes of data errors in communication 
networks. 

Table 3: mitigation measures against of data communication failures 
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B. Analyzing the GOOSE Dataset 

Substations events and equipment status are transmitted 
in a digital form through Ethernet networks. Protection IEDs, 
at bay level, embed and enclose GOOSE datasets into 
Ethernet frames to carry status of protection functions, e.g. 
pickup or operate. An IED can send a dataset to block or 
unblock other protection function in another IED. Similarly, 
an event of circuit breaker failure shall enable tripping of 
remote circuit breaker attached to a relevant IED as a backup 
fail-safe measure to continue normal operation or safely 
interrupt a power flow. Clearly, these safety functions in 
modern substations employ communication networks to 
deliver status and events for all involved parties according to 
the protection schemes design. GOOSE messages in this 
mechanism carry data of safety related function, which is 
vital for proper operation of the protection system. 
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To capture power protection messages from real devices 
we set a testbed (fig. 2) with three IEDs from several 
vendors. The idea here is to analyze Ethernet frames that 
carry GOOSE data. The testbed contains computers that 
capture every traffic in the network, although targeted 
GOOSE frames are filtered by using Wireshark software. In 
this setup, we used a laptop computer to collect data from 
two interfaces, which are connected to test access points, in 
order to check the sequential order of every GOOSE frame 
between publisher and subscriber. In practice, the network 
traffic flow with protection messages without causing any 
changes to GOOSE frames. High traffic may alter order of 
these frames due to Ethernet switch scheduling mechanism. 
We compared subscribed GOOSE order by inspecting all 
network traffic including same GOOSE messages. We found 
that every sequential number respect the order of publishing 
times. These frames also have timestamp and status number. 
Hence, status numbers do not change until invoking new 
events, which reset sequential number and sets new 
timestamp. 

Table 4 summarize the inspected GOOSE attributes, and 
check their data featuresaccording to safety and 
cybersecurity requirements. These data features can be used 
to control and mitigate failure modes of data 
communications. 

For instance, to overcome the wrong addressing error, 
GOOSE uses Ethernet enabled cyclical redundancy check 
and source physical MAC (Media Access Control) address of 
the publisher IED. Additionally, the GOOSE identifier 
(GOOSE ID) and protection application identifier (APP ID) 
are used to identify the publisher IED and its protection 
application.Another important field in GOOSE frames is the 
TATL (Time Allowed to Live) field that contain time value. 
This value means the maximum period allowed to a GOOSE 
frame to remain alive after transmission. The subscriber to 
check validity of GOOSE data can use this value. 
Equivalently,subscriber IED ignored the received GOOSE 
data if the quality field is false, which means data are not 
good. 

 

 

Table 4: GOOSE inherent measures against data communication errors 
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C. Discussions 

Many limitations for the GOOSE message service from 
viewpoints of safety and cybersecurity communication 
requirements, such as the absence of the acknowledgment 
technique. The IEC 61850 framework, to avoid additional 
traffic of acknowledgement data, does not standardize this 
measure. One strategy in this context is to test the GOOSE 
functionalities integrating the application level 
acknowledgement and stopping this measure after validation 
of the design [2]. 

Due to high processing demand of encryption algorithms, 
the IEC 61850 standard does not recommend them, and that 
lead to long processing delay, techniques such as use of 
white list can be used. This technique can adopt a list of 
allowed IEDs in a specific bay level to subscriber to other 
IEDs and accept published GOOSE messages, or to ignore 
non-relevant messages.Byinspecting detailed data in the 
messages such as MAC address, GOOSE ID and Application 
ID. 

GOOSE and SMV communication services are real-time 
multicast messages that use publisher/subscriber mechanism. 
The standard does not recommend any acknowledgment 
mechanism for real-time data exchange to avoid long delays, 
but it supports repeating same messages until status change. 
In this case, inspecting the Ethernet reliability through 
sending and receiving test messages can ensure data delivery 
without using the acknowledgement. 

Giga bit Ethernet (Gbps), virtual networks (VLANs) and 
priority with redundant networking solutions are important to 
support reliable delivery of SMV and GOOSE. Designers 
should put in mind zero recovery Ethernet redundant 
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Fig. 2: An experimental setup includes computer-based analyzers connected 

to TAPs and SPAN port 
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switches and protocols because power automation is critical 
safety application that works in real-time. Priority policies 
therefore must be designed according to substation messages 
importance, i.e. protection messages data are prior than file 
transfer data. Filtering messages through a subscription list 
could reduce network traffic at specific bay levels, i.e. 
ignoring non-relevant GOOSE messages at a certain bay. 

VI. CONCLUSION 

This work analyzed compliance of GOOSE to functional 
safety and cybersecurity requirements. The IEC 61850 
motivates the use of Ethernet based messages to exchange 
critical information concerning events and status of 
substation components, but it opens the door for additional 
works related to cybersecurity and functional safety features. 
These features protect against risks resulting from intentional 
and non-intentional faults. Hence, compliance of safety-
related communications is investigated according to 
cybersecurity and functional safety requirements. IEC 61850 
GOOSE protection service is analyzed by capturing Ethernet 
messages from a testbed of a substation automation system.  
We found that real-time communication services (GOOSE 
messages) are partially compliant to the functional safety and 
to the cybersecurity requirements.  

In the future, we will review Ethernet based encryption 
algorithms that can be used without delaying messages 
delivery, e.g. lightweight algorithms. Another interesting 
approach is the use of white lists to allow IEDs participate in 
publishing/subscribing at specific bays. 
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