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Abstract— FlexVPN is Cisco’s framework for configuring 

IPsec VPNs on routers running its latest IOS which simplifies the 

deployment for all types of VPN solutions by offering a common 

configuration template while most notably using IKEv2 for 

establishing and handling the Security Association.     

In this paper, we demonstrate how we have tested this 

technology in providing a reliable economical VPN solution for the 

safe transfer of data between modern enterprise sites over the 

internet. Upon completion, we tested several deployment types for 

FlexVPN by configuring the precise IKEv2 protocol parts in order 

to successfully establish the tunnels between different sites for the 

secure transportation of data. This testing resulted in finding the 

advantages and drawbacks of this technology when deploying it 

and for which network environments it would be a suitable 

solution.       
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I.  INTRODUCTION 

In today’s world everything around us is connected. All users 
and business are connected to each other and the majority of 
these connections take place publicly over the internet; the 
largest wide area network. The availability of the internet and its 
efficiency economically is the main factor for its favor in use for 
communication worldwide. However, the very fact of the 
internet being publicly and easily accessible alerts many security 
concerns. For this reason, the Virtual Private Network concept 
was established to address the necessity for traffic data security 
over the internet. 

A Virtual Private Network (VPN) is a network that is created 
by connecting many devices that are installed on a shared 
network with a similar type of security as a private network. A 
VPN can erase all kinds of location barriers and allows 
employees to work remotely and efficiently from the place of 
their residence and allows a business to connect securely with its 
providers and partners. A range of different VPN technologies 
have become available with non-stop evolvement over the last 
decade and therefore this thesis paper focuses on one of the latest 
types of these VPN technologies known as FlexVPN. 

FlexVPN is Cisco’s implementation of the Internet Key 
Exchange version 2 (IKEv2) standard featuring a unified 
framework collection of CLI and API commands that simplify 

and combine the setup of site-to-site, remote access, hub and 
spoke and spoke-to-spoke topologies all under one paradigm [1]. 

II. INTERNET KEY EXCHANGE VERSION 2 (IKEV2) 

A. IKEv2 Introduction 

IKEv2 is a VPN encryption protocol that handles request and 
response actions. It makes sure the traffic is secure by 
establishing and handling the SA (Security Association) 
attribute within the IPsec authentication suite. IKEv2 was 
developed by Microsoft together with Cisco, and it’s the 
successor to IKEv1 [2]. IKEv2 is described in RFC7296. A 
Request for Comments (RFC) is a publication created by the 
Internet Engineering Task Force (IETF) and the Internet 
Society. The IETF is the primary technical body that develops 
and sets standards for use on the Internet. 

B. IKEv2 Message Exchange 

IKEv2 consists of an initial handshake (known as 
IKE_SA_INIT or initial exchange) in which both parties 
negotiate a set of cryptographic algorithms, exchange Diffie-
Hellman public values, and establish a shared secret that can 
then be used to derive additional key material to protect 
subsequent IKEv2 exchanges. 

The second part of the exchange (known as IKE_AUTH or 
authentication) is secured using cryptographic algorithms and 
key material obtained from the initial handshake. Each party will 
exchange identities and provide authentication data to validate 
their identity, using an integrity check generated from the secret 
key associated with their identity. 

Peers will exchange cryptographic algorithms that will be 
used to create one or more IPsec Security Association using 
Encapsulated Security Payload or Authentication Header. 
Should additional pairs of IPsec Security Associations be 
required, then an additional IKEv2 exchange will occur to create 
these using a CREATE_CHILD_SA exchange [3]. 
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Fig. 1. IKEv2 Message Exchange  

C. IKEv2 Features 

Compared to its predecessor, IKEv2 is more secure than 
IKEv1 because it supports the latest Suite B cryptographic 
algorithms, alongside multiple other encryption ciphers. It also 
employs a simple denial of service (DoS) protection mechanism 
that mitigates blind spoofing attacks that could consume 
expensive resources. 

IKEv2 offers faster speeds than its other VPN predecessors 
(such as L2TP and PPTP) thanks to its new architecture and 
effective response/request message exchange scheme. 
Furthermore, it uses UDP port 500 which is ideal for network 
applications where user-perceived latency is important and it 
also supports remote access by default thanks to its EAP 
authentication and is programmed to consume less bandwidth 
than IKEv1 [4]. 

III. FLEXVPN OVERVIEW 

FlexVPN is a robust, standards-based VPN technology that 
enables large businesses to securely connect branch offices and 
remote users. It provides significant cost savings compared to 
the cost of supporting multiple separate types of virtual private 
network (VPN) solutions such as GRE (generic routing 
encapsulation), crypto map, and virtual tunnel interface (VTI)-
based solutions. 

FlexVPN relies on open-standards-based IKEv2 as a security 
technology and provides a number of Cisco-specific 
enhancements to provide high levels of security, added value, 
and competitive differentiations. 

A. FlexVPN Device Requirements 

FlexVPN is supported on Cisco Integrated Services Router 
Generation 2 (ISR G2) platforms running IOS and Aggregation 
Services Routers (ASR 1000) running IOS-XE, including Cloud 
Services Router 1000v (CSR 1000v) and ISR4000 series routers. 

 

B. FlexVPN Building Blocks 

The main building blocks that FlexVPN is based upon are: 

• IKEv2: FlexVPN is based on IKEv2 and hence brings all 
the IKEv2 protocol features such as configuration 
exchange, IKEv2 redirect for server load balancing, 
cookie challenge for DoS mitigation, NAT traversal, 
IKEv2 fragmentation, and Cisco IOS IKEv2 features, 
such as IKEv2 call admission control, session deletion on 
certificate expiry, or revocation to all the supported VPN 
topologies. FlexVPN makes use of the IKEv2 
configuration exchange in order to exchange policy 
parameters between peers (typically between FlexVPN 
client and server) and to exchange routing information 
between peers. It adds routes to remote overlay addresses 
and protected subnets and serves as a lightweight overlay 
routing mechanism. 

• Cisco IOS point-to-point tunnel interfaces: FlexVPN 
uses per-peer point-to-point (P2P) tunnel interfaces for 
all the supported VPN topologies with either GRE or 
native IPsec encapsulation. GRE encapsulation offers the 
benefit of native support for IP dual stack because it can 
carry both IPv4 and IPv6 overlay traffic over either IPv4 
or IPv6 transport, compared to native IPsec 
encapsulation that can carry either IPv4 or IPv6 overlay 
traffic over either IPv4 or IPv6 transport and is useful for 
interoperating with implementations that do not support 
GRE. The P2P tunnel interface is statically configured on 
FlexVPN initiators and is dynamically instantiated from 
a virtual-template interface on FlexVPN responders. 

• IOS AAA infrastructure: which provides an abstracted 
framework for authentication, authorization, and 
accounting using the local database or external AAA 
servers that hold the authentication credentials, 
authorization policy parameters and accounting data in a 
way that is transparent to the AAA clients. FlexVPN 
registers as an AAA client and leverages AAA for EAP 
authentication, AAA-based pre-shared keys, user and 
group authorization policy, and accounting [5]. 

IV. FLEXVPN DEPLOYMENT 

After studying and comparing various FlexVPN deployment 
techniques on GNS3 we decided to design a realistic FlexVPN 
solution for a practical work environment. 

A. Practical Deployment Environment 

The FlexVPN solution we designed was deployed at the 
network of Mabruk Oil Operations. The deployed FlexVPN was 
a Site-to-Site type of solution which exactly fits the work 
environment at the company since the company currently has 
two operational sites; the headquarters in Tripoli and the Al Jurf 
Oil field. 

The configurations were deployed on two Cisco 4321 ISR 
branch routers, which were used to represent each site (HQ and 
Al Jurf). Both routers ran Cisco IOS XE version 16.09.02 which 
fully supported all the IKEv2 FlexVPN commands.   
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Fig. 2. Cisco 4321 Integrated Services Router  

Although both routers were in the same server room of the 
company, the site-to-site tunnel brought up between them wasn’t 
a local private tunnel but instead each router connected to the 
internet with a public IP and the tunnel existed over the internet 
in real-time. The first router represented the server site and was 
given a hostname of “HQ” and the second router represented the 
other site and held the hostname of “icpedger02”.  

The difference to the simulation part is that real public IPv4 
addresses were used instead of the private addresses. However, 
we weren’t able to deploy an IPv6 tunnel since Bait Ashames, 
the ISP which connects the two routers across the internet uses 
only IPv4. 

B. Topology 

 

 

Fig. 3. Site-to-Site FlexVPN Topology 

C. Router Configurations 

The following are the necessary configurations entered on 
the “HQ” router for the deployment of the Site-to-Site FlexVPN. 

1) Basic configurations 

a) IP addressing on interfaces: 

! Interface configuration (External to ISP) 

interface g0/0/0 

 description INTERNET CONNETION 

 ip address 158.83.133.194 255.255.255.252 

 no shutdown 

! 

interface Loopback10 

 ip address 1.1.1.1 255.255.255.255 

b) Domain Name: 

! Domain configuration for the device (HQ) 

ip domain name cptl.local 

c) Routing: 

! Routing (Default Static Route) 

ip route 0.0.0.0 0.0.0.0 158.83.133.193 

! Routing Configuration 

router eigrp 10 

 network 1.1.1.1 0.0.0.0   
 

2) IKEv2 and IPsec configurations 

a) IKE proposal: 

crypto ikev2 proposal IKEPROPOSAL  

 encryption aes-cbc-256 

 integrity sha512 

 group 14 

b) IKE Policy: 

crypto ikev2 policy IKEPOLICY 

 ! Interface address where the connection will 

be received  

 match address local 158.83.133.194 

 ! IKE Proposal to use 

 proposal IKEPROPOSAL 

c) IKE Keyring: 

crypto ikev2 keyring KEYRING 

 ! Key Identification 

 peer SITE1 

  description SITE1 PSK Authentication  

  ! Peer address 

  address 158.83.133.225 

  ! Peer identification defined in the IKE 

PROFILE 

  identity fqdn icpedger02.cptl.local 

  ! Remote and local shared key (different 

keys are possible in IKEv2) 

  pre-shared-key local HQkey12345 

  pre-shared-key remote SITE1key12345 

d) IKE Profile: 

crypto ikev2 profile IKEPROFILE 

 ! Identity sent by the remote host  

 match identity remote fqdn 

icpedger02.cptl.local 

 ! Identity used by the local host 

 identity local email HQ.cptl.local 

 ! Authentication used, pre-shared in this 

case 

 authentication remote pre-share 

 authentication local pre-share 

 ! Identification Keyring of the keyring that 

holds the keys  

 keyring local KEYRING 

e) IPsec Transform Set: 

crypto ipsec transform-set TSET esp-aes 256 

esp-sha512-hmac  

 mode tunnel 

f) IPsec Profile: 

crypto ipsec profile IPSECPROFILE 

 ! Transform-set to use 

 set transform-set TSET 

 ! Ike Profile to associate  

 set ikev2-profile IKEPROFILE 

 

3) Tunnel Configuration: 
interface Tunnel0 

 ip unnumbered Loopback10 

 tunnel source GigabitEthernet0/0/0 

 tunnel mode ipsec ipv4 

 tunnel destination 158.83.133.225 

 tunnel path-mtu-discovery 

 tunnel protection ipsec profile IPSECPROFILE    

 

Console interface used during initial 

configuration of router  

Gigabit Ethernet 0/0/0 interface which connects 

externally to the internet (Bait Ashames ISP)    
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The same exact configurations were repeated on the 
“icpedger02” with the exception of changing IP addresses and 
the FQDN to that of this opposite router.   

D. Configuration Verification: 

Once the configurations were entered on the second router, 
the FlexVPN tunnel was brought up and became active. A secure 
connection had been established between the two sites. The 
following are screenshots showing the verification of the IKEv2 
connection using the following “show” commands: 

1) #show crypto ikev2 session 

 

 
 

Fig. 4. The Active IKEv2 Session on the HQ Router and the used 

encryption algorithms  

 

2) #show crypto ikev2 stats  

 

 
 

Fig. 5. IKEv2 Statistics and SA on “icpedger02” Router 

V. REMOTE ACCESS VPNS 

Once a FlexVPN is up and running between different sites 
of a company all the users inside those LAN sites are 
automatically using the tunnels are part of the secure network. 
However, remote devices outside the local site LANs have to be 
manually set-up to join these networks. 

The feature of allowing any outside devices to securely 
connect to the network allows user flexibility for the 

companies/organizations applying this solution. This solution is 
known as remote access VPN. 

The remote VPN configuration is different depending on the 
type of operating system running on the device. Nevertheless, all 
setups are usually through the GUI of the OS and only require 
the addressing and naming details of the desired network we 
want to join. IKEv2 remote access VPN set up is available on 
Android, IOS and Windows PC remote devices. 

 

Fig. 6. Remote Access VPN setup on Android 

VI. CONCLUSION 

FlexVPN is the latest VPN solution from Cisco, considered 
to be the most secure and one of the fastest solutions on offer. 
Ironically, the flexibility in FlexVPN is limited when it comes 
to older routers, as it requires upgrading to Cisco’s latest devices 
since the “crypto ikev2” command is not supported on older 
models. This makes FlexVPN a premium upscale solution 
suitable for enterprises which are ready to use Cisco’s latest 
hardware. However, FlexVPN does offer a simple flexible 
framework where engineers can easily deploy various types of 
VPN solution deployments with the same configurations.  

In this paper we have highlighted the advantages of the 
IKEv2 protocol and how it’s used in the FlexVPN Site-to-Site 
deployment while also observing how it can be used remotely. 
The configurations verification in the paper verify the creation 
of the FlexVPN site-to-site tunnel, which created a secure path 
over the internet for all data traffic exchanged between the two 
sites of Mabruk Oil Operations. 
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