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Abstract— In recent years, virtualized networks have become 

one of the most common ways for organizations to deploy 

applications. This project discusses the mechanism and the 

benefits of virtual networks in banking systems since a lot of 

banking are suffering from lack of availability, flexibility and 

other issues due to the traditional datacenters that involves 

physical hardware rather than software-based networks. This 

paper demonstrates how this technology has reduced overall 

deployment costs, unlike traditional networks where it's 

considered to be time, money, and energy consuming. To 

demonstrate the prosperities of virtual networks, 3 VMware 

ESXi servers will be used as Main site, Main Replica, and Branch 

site, each consists of VMware NSX since it reproduces the entire 

network model in software, enabling any network topology from 

simple to complex multi-tier networks to be created and 

provisioned instantly. Moreover, the project will examine the 

connection between sites using multiple technologies such as VPN 

and VXLAN which are considered a L3 networks. Furthermore, 

it will discuss the mechanisms for high availability using VMware 

vSphere HA. Based on the results, it can be concluded that, 

virtual networks are considered to be a better solution for 

system's availability and flexibility for the reason that it's 

software-based rather than hardware-based. 
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I.  INTRODUCTION  

The main aim of this project is to implement a virtual 
network for Central Bank of Libya over VMware ESXi which 
will provide high availability and fault tolerance because most 
of the problems that banking systems encounter at the present 
time is having network downtimes during their operational 
periods which leads to lack of services, and for this reason, and 
other reasons, we’ve decided to use a hypervisor to achieve 
high availability and fault tolerance using multiple technologies 
to have a fully redundant and secure internal network. 
Providing a centralized on-line system where all the data that  

are related to transactions, customer data are stored in a 
database and are available to all networked branches for access.  

II. VIRTUALIZATION AND VMWARE VSPHERE 

A. Hypervisor Models 

The hypervisor, also known as a virtual machine monitor, is 
a system that creates and runs virtual machines (VMs). A 

hypervisor allows one host computer to support multiple guest 
VMs by virtually sharing its resources, like memory and 
processing. Generally, there are two types of hypervisors. Type 
1 hypervisor, called “bare metal,” runs directly on the host’s 
hardware which is the model used in this project. Type 2 
hypervisor, called “hosted,” runs as a software layer on an 
operating system, like other computer programs.[1]. 

B. Components of VMware vSphere Infrastructure 

1. vSwitch: A virtual switch is a software program, a logical 

switching fabric that emulates a switch as a layer 2 network 

device. A virtual switch does not learn the MAC addresses 

of transit traffic from the external network and does not 

participate in Spanning Tree protocols nor creates loops. 

They are used for ensuring connections between virtual 

machines as well as connecting virtual and physical 

networks. A vSwitch uses a physical network adapter (NIC) 

of the ESXi host to connect to the physical network. We 

use vSwitch for connecting storage, such as NAS or SAN, 

to ESXi hosts, vMotion network for live migration of 

virtual machines between ESXi hosts and fault Tolerance 

logging network. A segmented network can be made on an 

existing vSwitch by creating port groups for different VM 

groups. This approach makes it easier for us to manage core 

networks. Fig. 1 shows the network connections of VMs 

residing on an ESXi host, vSwitches, physical switches, 

and shared storage. [2] 

Fig.1.   Illustration of network connection of VMs on an ESXi host 
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2. vSwitch ProtGroup: is an aggregation of multiple ports for 

common configuration and VM connection. Each port 

group has a unique network label. For example, in Fig. 2 

the “VM Network” created by default is a port group for 

guest virtual machines, while the “Management Network” 

is a port group for the ESXi host’s VMkernel network 

adapter, which can manage the ESXi. For storage and 

vMotion networks, it will need to connect a VMkernel 

adapter that can have a different IP address for each 

network. Each port group can have a VLAN ID. [3] 

Fig 2. vSwitch Topology on ESXi host 

3. Distributed vSwitch: is A vNetwork Distributed vSwitch 

(dvSwitch) is a virtual switch that includes standard 

vSwitch features while offering a centralized 

administration interface. vSwitches can only be configured 

in vCenter Server. Once configured in vCenter, a dvSwitch 

has the same settings on all defined ESXi hosts within the 

datacenter, which facilitates the management of large 

virtual infrastructures. It doesn’t need to set up standard 

vSwitches manually on each ESXi host. When using a 

dvSwitch, VMs keep their network states and virtual 

switch ports after migration between ESXi hosts. dvSwitch 

creates proxy switches on each ESXi host to represent the 

same settings. As shown in Fig. 3 bellow.[2] 

 

Fig. 3.   Distributed Switch Topology in Two ESXi Hosts 

C. VMware vSphere Features: 

• vSphere vMotion: Enables the migration of powered-on 

virtual machines from one physical server to another with 

zero downtime, continuous service availability, and 

complete transaction integrity. 

 

• vSphere High Availability (HA): A feature that provides 

high availability for virtual machines. If a server fails, 

Affected virtual machines are restarted on other available 

servers that have spare capacity. 

• vSphere Fault Tolerance: Provides continuous availability 

by protecting a VM with a replicated image. When this 

feature is enabled all actions performed on the primary VM 

are also applied to the replicated image of that VM. If the 

primary virtual machine becomes unavailable, the 

secondary machine becomes immediately active.[3] 

D. ESX Server and ESX Edge Services 

 
ESX Server is the virtualization platform used to create the 

virtual machines as a set of configuration and disk files that 
together perform all the functions of a physical machine. 
Through ESX Server, it’s possible to run the virtual machines, 
install operating systems, run applications, and configure the 
virtual machines. The configuration includes identifying the 
virtual machine’s resources, such as storage devices. The 
server incorporates a resource manager and service console that 
provides bootstrapping, management, and other services that 
manage virtual machines. NSX Edge provides network edge 
security and gateway services to isolate a virtualized network. 
An NSX Edge can be installed either as a logical (distributed) 
router or as a services gateway. The NSX Edge logical 
(distributed) router provides East-West distributed routing with 
tenant IP address space and data path isolation. Virtual 
machines or workloads that reside on the same host on 
different subnets can communicate with one another without 
having to traverse a traditional routing interface. The NSX 
Edge gateway connects isolated, stub networks to shared 
(uplink) networks by providing common gateway services such 
as DHCP, VPN, NAT, dynamic routing, and Load Balancing. 
Common deployments of NSX Edge include in the DMZ, VPN 
Extranets, and multi-tenant Cloud environments where the 
NSX Edge creates virtual boundaries for each tenant. Fig 4 
below displays how NSX components interact with each 
other.[4] 

Fig. 4. NSX components interaction 
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Fig. 5 Logical Topology of the Project for Libyan Central Bank  

III. MODEL IMPLEMENTATION 

This section discusses the implementation stages of the 
proposed Libyan Central Bank Network using aforementioned 
technologies, by providing the configuration of most relevant 
components, divided into multiple tasks as shown below.  

A. Project Topology (Logical and Physical Connections) 

This section discusses deploying primary and secondary 
NSX managers, followed by configuring VXLANs, and 
transport zones, which define the scope of logical switches in a 
logical environment. A logical switch can only be part of one 
transport zone, and there can only be one universal transport 
zone in a cross-vCenter NSX environment. In addition, 
creating logical switches and deploying a distributed logical 
router to enable L2 bridging since L2 bridges connects logical 
networks to a physical network for seamless network 
integration and extension. Edge services gateway router is 
deployed for routing, VPN tunnel and to protect the 
environment by using its logical firewall. Last a DMZ network  

 

is created to host the web server which has cbl.ly domain 
on it. 

 

. 

Fig. 6 shows the physical connections of the project, the 
WAN connection between the main site and the branch site are 
implemented through Layer 3 Cisco catalyst 3560g switch at 
this stage. 

B. Layer 3 Cisco Catalyst 3560g Switch configurations 

Cisco catalyst 3560g switch is used as layer 3 to route 

between two sites and also to work as a physical layer two 

switch for each site using VLANs as shown bellow.  

CBL-SW(config)#vlan 10 

CBL-SW(config-vlan)#name Main-Site 

CBL-SW(config-vlan)#vlan 20 

CBL-SW(config-vlan)#name Branch-Site 

Physically it’s Layer 3 switch but logically it’s divided to two 

switches and a router to route between different subnets of 

these switches.  

Ports Gigabit 0/46 and Gigabit 0/48 are configured as shown 

below to work as a router ports to perform routing between the 

main site and branch site. 

CBL-SW(config)#inter g0/48 

CBL-SW(config-if)#ip add 192.168.10.1 255.255.255.0 

CBL-SW(config-if)#no shut 

CBL-SW(config-if))#inter g0/46 

CBL-SW(config-if)#ip add 192.168.20.1 255.255.255.0 

CBL-SW(config-if)#no shut 

C. Windows Server 2016 Setup 

To set up ESXi, few services must be configured. Active 

Directory server (AD) is installed from Manage > Add roles 

and features after that, a list of services will appear > choose 

the Active Directory Domain Services option to install the role.  

For DHCP service the same steps that have been mentioned in 

the previously added role are used, but the DHCP service is 

chosen instead. After installation, a pool is created with the 

name CBL and a subnet of 192.168.10.0/24 is created for the 

main site and 192.168.20.0/24 for the branch site. DNS 

services must be configured as well. To install DNS service, 

we follow the steps that have been added before, but DNS 

service is chosen instead. Fig. 7 and 8 below shows the host 

records 

 

Fig. 7 DNS configurations on Windows Server 2016 (Branch Site) 

 
Fig. 8 DNS configurations on Windows Server 2016 (Main Site) 

Fig. 6 Physical Topology of the Project Libyan Central Bank main site. 
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D. VMware ESXi 6.7 Installation and basic settings 

vSphere 6.7 supports booting ESXi hosts from the Unified 

Extensible Firmware Interface (UEFI). With UEFI a USB 

media with ESXI 6.7 iso is used to boot the ESXi hosts. At the 

end of installation, the server is rebooted successfully and will 

be accessible to manage from http://192.168.10.101 web client 

interface 

After entering the username and password for ESXi host 

from web client interface, begin with Creating a Datastore 

which gives the ability to add hosts on them, also to install 

vCenter on it. 

E. Installing and settingup VMware vCenter appliance 6.7 for 

both sites 

The first stage is deploying the appliance, and second is set up 

the appliance. vCenter is deployed as an embedded platform 

services controller VM in the ESXi host that was previously 

installed. The second stage is Setting up the vCenter Server 

Appliance with hostname of vcenter.cbl.com and IP address of 

192.168.10.102, in order to install vCSA.  

The first step after setting up vCenter is to login to vSphere 

web client and create a datacenter and add the ESXI host that 

are going to be managed by the vCSA, named as (CBL-

DATACENTER). 

F. Creating shared storage using iSCSI 

To create a shared storage using iSCI the following steps 

must be performed in order:  

Step 1: Virtual Networking on the main ESXi Server for 

iSCSI Connection 

From vSphere Client Configuration, add a virtual switch 
(vSwitch) and select VMkernel Network Adapter.  
Assign a physical NIC (vmnic1). We assign a name and IP 
address for the vmnic1 as 192.168.100.10. Notice that the 
given subnet is different from the ESXI subnet to separate the 
traffic. The same steps aforementioned are followed in the 
replica ESXi but with an IP address of 192.168.100.20 to setup 
Virtual Networking on the replica ESXi Server for iSCSI 
Connection. 

Step 2: Setup Microsoft iSCSI target in windows server 

2016 
Microsoft iSCSI target is a role in Windows Server 2016 that 
can turn a PC running Windows Server into a storage device. 
The device being accessed is called the Target and the server 
(or client) accessing the Target is called the Initiator. From 
windows, server manager Create an iSCSI virtual disk then 
select the volume to be used as the iSCSI shared storage with a 
name and a size for the iSCSI virtual disk. The iSCSI initiator 
needs to be configured with IP address of vmnic1 of the main 
ESXi server and the Replica server to identify the initiator.[5] 

Step 3: Create a virtual network port group in Main ESXi 

Create a virtual network port group in the main ESXi in order 

to assign the iSCSI VM to it as shown in fig 9 below. 

 
Fig. 9 illustration of the Data-Storage-Network Port group (Main ESXi) 

Step 4: Connecting the iSCSI target to ESXi server initiator 

from the main and the replica ESXi 

From vSphere Client go to Storage adapters > Configure > plus 

sign, add the Data-Storage vSwitch that is assigned to 

192.168.100.0 subnet. Under Adapter Details on the Targets 

tab and selecting dynamic discovery, we enter the IP address of 

the target which is the iSCSI storage server 192.168.100.20. 
After setting up the iSCSI target, for the main and replica ESXi 
servers the path status becomes active and the status of the 
virtual disk is connected 

Step 5: Creation of a Datastore for iSCSI pool  

From the vSphere Web Client proceed to ESXi host > Storage 

> New Datastore. 

Choose VMFS as the data store type, which is the type of file 

systems in VMware vSphere, assign a name for the data store 

and choose the VMFS version. Now the iSCSI datastore will 

be available for use from both the ESXi servers as shown in 

fig. 10 below. 

 

Fig. 10 iSCSI Shared Storage Datastore 

G. Creating Distributed vSwitch: 

Step 1: Creating a Distributed Switch  

From vSphere Web Client>Cluster or Datacenter >Distributed 

Switch > assigning a name for it (Distributed Switch), then 

select the version and number of uplinks to be used. 

 

Step 2: Adding VMware ESXi hosts to the Distributed 

Switch  

Once a Distributed Switch has been created it can be accessible 

through the VMware ESXi hosts. Physical vmnics which will 

be the gate from the virtual to physical environment have been 

selected. Add VMware ESXi hosts, by right-clicking the 

Distributed Switch and selecting (Add and Manage Hosts). 

Add Hosts (add main ESXi server) and the replica server and 

Select a physical network adapter, which is vmnic3, and assign 

an Uplink to it.  

 

Step 3: Creating and Modifying VM  PortGroups 

Distributed Virtual Port Groups (dvPortGroup) are port groups 

associated with a VDS and specify configuration that is 

http://192.168.10.101/
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common across a group of distributed virtual ports. Assign the 

VLAN Tagging option, and type in the VLAN ID but in this 

project VLAN ID will not be used.[6] 

H. Installing NSX Manager Virtual Appliance 

1) On the CBL cluster (previously created), select “Deploy 

OVF Template”  

2) Select the previously downloaded NSX Manager 

Appliance and click Next  

3)  select datastore to store the appliance files in, and the 

network to be used by the appliance and assign an IP 

address of 192.168.10.104 to access the NSX web 

interface from 

4) Select Power on after deployment to power the NSX 

Manager virtual machine  

I. Setting up Cross-vCenter NSX 

Step 1: Deploy NSX Controllers on the Primary and 

secondary NSX Managers 

Step 2:  Log into the vSphere Web Client of the main site at 

htttps://vcenter.cbl.com go to home > Networking & Security 

and then select Installation and upgrade  

Step 3: From the Management tab, select NSX Manager > 

Actions menu and then choose the Assign Primary Role option  

Step 4: Select the Actions menu again and then choose the 

option Add Secondary NSX Manager.  

Step 5: Next you will be prompted for the secondary NSX 

Manager’s credentials. Enter the credentials  

Step 6: Configure VXLAN by Creating an IP Pool by 

selecting “New IP Pool” and a new wizard will appear to 

create a new pool. Provide a name for main site IP pool as 

“VXLAN-IP-POOL” and “BRANCH-VXLLAN-POOL” for 

the branch site, and then define the IP/Netmask/gateway/DNS 

along with Range of IP that will be used in this pool which in 

this case will be: 192.168.10.230 – 192.168.10.250 for the 

main site and 192.168.20.230 – 192.168.20.250 for the branch 

site.  
Once the VXLAN is configured, you will be able to see the 

status of the VXLAN has changed to “Configured” for that 

particular cluster. VXLAN configuration will create a new 

vmkernel port on each host in the cluster as the VXLAN 

Tunnel Endpoint (VTEP).[7] 

J. Configure NSX Logical Switches 

Log into vCenter Web Client for https://vcenter.cbl.com 

and navigate to Home > Networking & Security > Logical 

Switches > ADD 

Fig 11. NSX Logical Switches 

 

K. Configuring Universal Distribute Router on the primary 

NSX Manager 

1) From Networking & Security select NSX Edges and click 

the green plus (+) sign  

2) On the Name and description page select the Universal 

Logical (Distributed) Router option and assign IP address 

for the interfaces as shown in figure 12, then select Edge 

Router. [8] 

 
Fig. 12 Universal Distributed Router Deployment Summary (Main Site) 

L. Configuring IPsec VPN Between the main and branch site 

1) Log into vCenter Web Client for both sites and navigate 

to Home > Networking & Security > NSX Edge > Edge 

Router 

2) Go to Manage > VPN > IPsec VPN click on Plus Sign 

3) Assign the IP address of the subnets to participate in 

VXLAN, local endpoint and peer endpoint 
 

The same configuration is required on the Branch Site, 

settings will be the other way around 

M. Setting up the firewall  

After setting up a seprate network for the DMZ the 

folowing firewall rules are applied : 

1) Rule one : allowing the DMZ to be accesed from any 

source 

2) Rule two : Allowing the main and branch site networks 

to access each other without any restrictions 

3) Rule three: Denying any other network from accessing  

the private subnets 

 

IV. RESULTS AND DISCUSSIONS  

 

To ensure the success of the above-mentioned and as also 

revealed in the previous chapters, VMware NSX has been 

used since it enables organizations to virtualize Layer 2-7 

services – from the switch and router to load balancing, 

firewalls and VPNs – in software-based, and to enable the 

solution to work with any underlying networking hardware 

infrastructure, any hypervisor and any cloud management 

platform. 

A. Virtual Extensible LAN (VXLAN): 

VXLAN provides the same Ethernet Layer 2 network 

services as VLAN does, but with greater extensibility and 

higher scalability. It communicates using VXLAN Tunnel 

Endpoint (VTEP). Each VTEP has two interface types: one or 

more virtual interfaces called VXLAN Network Identifier 

(VNI) which is the segment id of the logical switch interfaces 

and a regular interface called the VTEP source interface that 

tunnels the VNI interfaces between VTEPs, The VTEP source 

interface is attached to the transport IP network for VTEP-to-

VTEP communication.[9] 
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The Following are the steps required to establish L2 

communication between virtual machines connected to 

different ESXi hosts over the internet leveraging the VXLAN 

overlay functionalities: 

1) Application server-VM originates a frame destined for 

the Windows 7-VM part of the same L2 logical segment/IP 

subnet.  

2) The ESXi host (VTEP) in the main site identifies the 

destination ESXi host (VTEP) located in the branch site, 

where the Windows 7 is connected and encapsulates the frame 

but before sending it to the transport network it adds VXLAN 

id, UDP and IP headers.  

3) The transport network only enables IP communication 

between the source and destination VTEPs. 

4) The destination ESXi host receives the VXLAN frame, 

decapsulates it, and recognizes the L2 segment it belongs to, 

using the VNI value inserted in the VXLAN header by the 

source ESXi host.  

5) Last, the frame is delivered to Windows 7 VM  

B. Routing Design 

A Transport Zone defines a collection of ESXi hosts that 

can communicate with each other across a physical network 

infrastructure. This communication happens over one or more 

interfaces defined as VXLAN Tunnel Endpoints (VTEPs).  

The following tests show the usage of Distributed Logical 

Router (DLR) to route in logical space, only between the 

VXLAN subnets of 10.10.10.0/24, 20.20.20.0/24 and 

30.30.30.0/24. Whereas Edge Service Gateway (Edge Router) 

is used to route between the logical and physical space. 

Figure. 13 shows the of the in the main site  can successfully 

communicat with the VXLAN  VMs in the breanch site. 

Fig. 13 VMs IP Addresses 

C. Demilitarized zone: 

Demilitarize zone is created in this project to allow access 
to the WEB server which has the web page of CBL.ly on it. 
All VXALN internal subnets and any external connection 
that’s made from the internet can have access to the WEB 
server, but any connection that’s made from the DMZ to the 
internal subnets won’t be allowed. This is accomplished by  

having an NSX Edge firewall which can filter traffic flows 
based on two types of rules:  

• Network-based rules like such as IPv4 and IPv6 
addresses, TCP/UDP header information and MAC addresses  

• Appliance-based rules like virtual machine name, 
operating system name, cluster and logical switch all of this in 
centralized management.  

D. Virtual Private Network (VPN IPsec): 

IPsec VPN allows creating a secure connection to another 

network over the Internet between NSX Edge instances, by 

using advanced encryption and authentication protocols. 

The VPN architecture used in this project is site to site, which 

is a secure tunnel that’s created between the main site and the 

branch site. The internal VXLAN 10, 20, 30 subnets were 

specified to be allowed to communicate on this tunnel between 

Edge router and Branch edge router.  

After the creation of the IPsec tunnel and specifying the 

local subnets that are going to communicate through the 

tunnel. A test is made to verify if the sent and received packets 

are actually going to use the IPsec tunnel.  

Figure 14 shows IPsec Tunnel status from the Branch site 

before generating traffic through it. Figure 15 shows IPsec 

tunnel state after the generated packets from the ping test 

Fig. 14  IPsec Tunnel status from the Branch site 

Fig.15 Main site IPsec Tunnel Status 

E. High Availability 

One major requirement of data centers these days is the 

ability of a system or system component to be continuously 

operational, it involves keeping a server software updated and 

running so those network devices can operate easily. Regular 

preventive maintenance will keep the application software 

running as expected and will help avoid a total or partial 

network failure.  

Constantly rebooting a server in order to upgrade nowadays is 

considered improbable, and this is where VMware vMotion 

Migration comes in handy, since it allows moving a VM from 

one server to another while it’s running in case of any 

maintenance that is required in one of the servers without 

causing outages to the virtual machines (VMs).  

A migration of a powered-on a virtual machine from the main 

server to the replica server is done, since they are both in the 

cluster and both servers are connected to a distributed switch, 

the VM will maintain its network connectivity when migrated 

reducing downtime. When migrating a VM it allows you to 

choose between three options:  
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• To migrate the virtual machine and change its compute 

resource only.  

•  To change the datastore where the machine system files are. 

•  To do both mentioned. 

F. Load balancing 

Load balance is used to distribute the load of the virtual 
machines between the main and replica ESXi server. The 
VMware DRS load-balancing service recognizes that a host is 
unbalanced with the rest of the cluster and to rebalance the 
cluster, DRS usually uses vMotion to migrate VMs off an 
overloaded host.  

After enabling DRS on the cluster to allow the load balance 
service, all VMs that are going to be used in the load balance 
service must be on the iSCSI shared storage to allow vSphere 
DRS Functionality. 

• DRS gives the option to work in three modes:  

1) Fully automated: when a VM is powered on, DRS will 
place it on the best-suited host, without prompting the 
user. If the DRS cluster becomes unbalanced, DRS will 
automatically migrate VMs from overutilized hosts to 
underutilized hosts.  

2) Partially automated: when a VM is powered on, DRS will 
place it on the best-suited host, without prompting the 
user. If the DRS cluster becomes unbalanced, DRS will 
display recommendations for VM migration.  

3) Manual: when a virtual machine is powered on, DRS will 
display a list of recommended hosts on which you can 
place the VM. If the DRS cluster becomes unbalanced, 
DRS will display recommendations for VM migration. 
[10] 

G. Host Failover: 

Failover is an important fault tolerance function of 

mission-critical systems that rely on constant accessibility. In 

case one of the server in a cluster has failed or got damaged, 

vSphere DRS will be responsible to restart all those VMs that 

were on the failed server to another ESXi server to ensure 

continuity of service.  

Fig 17 Migrated VMs From Main To Replica ESXi 

 

 Testing Host failure: 

To test the host failure feature, the following VMs shown in 
figure 17 have been placed in ESXi-2 which is the replica. 

 

Then the power has been unplugged from ESXi-2 server to 
test the scenario of a server failover. After a short amount of 
time all the VMs that were on ESXi-2 server have been 
restarted automatically after the failover in ESXi-1, as shown 
in figure 18. 

 

Fig 18 Failover Solution 

V. CONCLUSION 

This project discuss the benefits of virtual networks 

compared with the traditional environment that consists of 

physical hardware.  

In order to fulfill this topology, three VMware ESXi servers 

were used, two servers in the main site to provide HA, and one 

server in the branch site, and to exhibit the prosperities of 

software defined network, a VMware NSX has been deployed 

in each site to extend beyond the boundaries of a physical 

network and make scalability and availability easier, as well as 

reducing the cost since all the work is carried out in a virtual 

environment and can be managed centrally.  

Moreover, load balancing and high availability are achieved 

by using (DRS) to reduce the workload on the ESXi servers 

since resource provisioning is fast and simple when working 

on virtualized environment allowing it to continue operating 

properly even in the case of failover.  
Furthermore, NSX edge router was deployed in each site to 

provide VPN and Firewall capabilities, also VXLAN 

technology was used to span multiple networks across 

geographical areas while still operating over layer 2 along 

with IPsec VPN connection between the two sites to secure 

the transmitted data.  
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