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Abstract— This paper presents a performance analysis and 

comparison of four algorithms of transmission control protocol 

(TCP) in a single packet loss of virtual private networks (VPN).  

The TCP algorithms under this study were Tahoe, Reno, New 

Reno and Sack.  During the simulation time, and based on 

mean value of the four TCP algorithms, we found that TCP 

New Reno has the largest congestion window size (𝒄𝒘𝒏𝒅 )as 

compared to the other three TCP algorithms, which reached 

93000 bytes, then TCP Tahoe, and SACK which produced 

65700 bytes, followed by the TCP Reno which has 𝒄𝒘𝒏𝒅 that 

reached to 40000.  It can be recorded that, TCP Reno produced 

smallest 𝒄𝒘𝒏𝒅 that approximately equal 40000 byte before the 

congestion at VPN tunnel. TCP New Reno performed better in 

VPN tunnel delay and throughput when file size increased 

between 10M to 80 M bytes.  Throughput results have shown a 

good agreement with TCP performance equation as compared 

to an analytical model.  

Keywords—TCP, VPN, throughput, congestion window.  

I. INTRODUCTION  

 In past years, secure communication between company 

networks has used leased lines over long distances.  This is 

done in order to communicate data, voice, or other traffic 

between two geographically separated branches of a 

company.  The companies are not in fervor of running leased 

line always and every day, for the reasons that; cost, space, 

and time of installation.  The companies need private 

networks for connecting the networks in the company 

together, these networks can often be spread over many 

locations, which makes them more difficult and more 

expensive to maintain.  It is expensive for the companies to 

build their own private networks.  Thus, another solution is 

needed [1,2].  Virtual Private Networks (VPNs) solved the 

cost-effective problem by using public networks like the 

Internet rather than rely on private leased lines.  Uses public 

network as internet access is cheap, it is insecure and usually 

limited of bandwidth, so virtual private networks (VPNs) are 

offer the alternative to carry private information and 

maintain privacy through the use of a tunneling protocol and 

security procedures to communicate between different 

geographical networks across the Internet.    The problem 

occurs when a payload is sent through the VPN tunnel; 

headers/trailers of various protocols are added to the payload 

to form a routable packet and for security purpose. 

Additional overhead (AH) comes from encryption ciphers 

used to secure the tunnel, where in general the overhead in 

VPN packet is a function of the interface, transport protocol 

and cryptographic algorithm [2].   The packets traveling on 

VPNs are subject to possible packet drops.  There are two 

main reasons for packets drops which are congestion and 

unreliable transfer media.   Unreliable transfer media means 

that if a traffic rate to be routed through a link exceeds the 

bandwidth available, part of the packets will eventually drop.  

However, the one of the effects of overhead in VPNs traffics 

is increased congestion.  Currently, most packet drops in the 

VPNs are caused by the congestion; because the bit error 

rates (BER) of the backbone links or VPN tunnel are 

generally very low, therefore means congestion a very 

common phenomenon [3].  The transport layer in virtual 

private networks use Transmission Control Protocol (TCP) 

and a TCP is a connection-oriented protocol that offers 

reliable data transfer as well as flow and congestion control 

[4].  The TCP maintains a congestion window that controls 

the number of outstanding unacknowledged data packets in 

the network.  Moreover, sending data consumes slots in the 

window of the sender and the sender can send packets only 

as long as free slots are available.  The transport protocol 

used for the VPN tunnel will have an impact on the 

performance of the VPN tunnel delay.  Every VPN packet 

increases overhead from the encapsulation process [5,6].  

The control information is stored within packet header to 

insure all packets sent will be received correctly [1, 3].    In 

this paper the performance of TCP/IP protocol in virtual 

private networks is studied, the TCP has congestion control 

algorithms, a TCP sender updates its congestion window size 

every retransmission time (RTT).  On start-up, TCP performs 

slow-start, during a rate roughly doubles each round-trip time 

to quickly gain its fair share of bandwidth.  However, when 

there is no indication of loss, the TCP increases the 

congestion window by one slot per round-trip time.  In case 

of packet loss, indicated by a timeout or three duplicate 

ACKs, the congestion window is reduced to one slot and 

TCP reenters the slow-start phase, and the congestion 

window reduction to half of its previous size, where the 

𝑐𝑤𝑛𝑑 means the number of maximum packets that can be 

sent consecutively without receiving a reply packet of 

Acknowledgement (ACK) from a data sender [5,7]. 

TCP algorithms are end-to-end techniques, they have been 

proposed to improve congestion and reduce the non-

congestion related packet loss, and there are many types of 

TCP such as TCP Tahoe, TCP Reno, TCP Selective 
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Acknowledgement (SACK), TCP New Reno, TCP Vegas, 

and TCP Binary Increase Congestion (BIC).  In this paper 

TCP Tahoe, Reno, New Reno and SACK were considered.  

They are all proposed to improve network performance.  The 

end-to-end techniques are the most promising algorithms 

because they require changes only the end systems rather 

than the intermediate nodes. These end-to-end control 

approaches are used  today’s deployed networks [3].   

The research done in TCP in VPN environment includes 

work by the authors of [8] who did related work on the 

properties of TCP trunks which were similar to TCP 

tunnels.  In their paper, they demonstrate how TCP trucking 

protects web users from competing FTP traffics. They also 

examine how TCP trucking may be used to allow a site to 

control its offered load into a backbone network so that the 

site could assure some of quality of servers (QoS) for its 

packets over the backbone.  The authors of [9] have 

proposed a mechanism that realizes fairness between TCP 

and UDP traffic by accommodating them in different TCP 

tunnels when TCP and UDP share the bottleneck link. The 

authors have shown that using a TCP tunnel increased the 

round-trip time of a TCP flow approximately 4 times, and 

the goodput of a TCP flow was decreased by approximately 

60%. The goodput of the TCP flow was degraded when 

there was a network with a small file on the path. However, 

the authors of the literature review have shown that using 

the TCP tunnel limited such performance degradation to 

approximately 34%.   Study [8] has done research of 

comparative performance analysis of versions of TCP in 

local network with lossy link.  They have found that with a 

minimum timeout of 100 times the mean service time at the 

lossy link, TCP Tahoe performance relatively poorly even 

with loss probabilities as low as 0.001, its throughput 

dropping to 0.5 of the lossy link service speed when the loss 

probability increases to 0.01.  Also, they found that fast-

retransmit features in TCP Tahoe, Reno and New Reno 

significantly improves their loss probability of 0.01, and 

throughput was more than twice of Old Tahoe.  Also they 

found that a TCP New Reno was better at congestion 

avoidance control and FTP download response time than 

other TCP algorithms.    In this paper a comparative 

performance analysis of four TCP congestion control 

algorithms consisting TCP Tahoe, Reno, Reno with SACK, 

and New Reno were performed in Virtual Private networks 

(VPNs).  This investigation is based on the simulation 

results with respect to the different TCP algorithms using 

OPNET modeler software.  These TCP algorithms are 

investigated in order to observe the best TCP algorithm for 

50M byte file size in single packet loss and to observe the 

best TCP algorithm throughput in the case of variable file 

sizes.  The simulation is performed over the virtual private 

network that carries file transfer protocol (FTP) application.  

The TCP performance in virtual private network based on 

the measurements metrics which are congestion window 

size, VPN tunnel delay, throughput, in four TCP algorithms 

in cases of single packet loss rate.    

II. TCP ALGORITHMS 

The main objective of using the suitable TCP algorithms is 

to reduce the congestion and increase the network 

throughput.  There are several types of TCP algorithms, this 

paper will consider TCP Tahoe, Reno, New Reno, and 

SACK as shown in details in next sections. 

A. TCP Tahoe 

TCP Tahoe is the oldest algorithm, and it is based on three 

phases including a slow start, a congestion avoidance and a 

fast retransmission.  TCP Tahoe maintains the congestion 

window (cwnd) to reflect a network capacity.  There is a 

trouble when a connection first starts up on the basis that to 

have acknowledgements it needs to have data in the network 

and to put data in the network it needs acknowledgements.  

To get around this circularity Tahoe suggests that whenever a 

TCP connection starts or re-starts after a packet loss it should 

go through a procedure called ‘slow-start’.  This procedure is 

an initial burst might stop the network and the connection 

might never get started. Slow starts suggest that a sender set 

the congestion window to maximum segment size (1MSS), 

and then for each ACK received it increases the cwnd by (1 

MSS).  In the first-round trip time (RTT), TCP Tahoe sends 

1 packet, 2 and 4 packets for the first, second and third time 

respectively.  TCP increases the sending speed exponentially 

until it lose a packet which is a sign of a congestion.  When 

TCP detect congestion it decreases its sending rate and it 

reduces congestion window to one, and start over again.  For 

congestion avoidance phase in TCP Tahoe uses ‘Additive 

Increase Multiplicative Decrease’ method. Which means that 

if a packet loss, it is taken as a sign of a congestion and 

Tahoe saves the half of the current window as a threshold 

value. It sets cwnd to one and starts slow start until it reaches 

the threshold value (𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ). It increments linearly until it 

encounters a packet loss.  Leading to increase its window 

slowly as it reaches a bandwidth capacity [8,9].  Equation (1) 

and (2) illustrate the slow start and the congestion avoidance 

phases of the TCP-Tahoe respectively. 

𝑐𝑤𝑛𝑑 = 𝑐𝑤𝑛𝑑 + 1𝑀𝑆𝑆        𝑐𝑤𝑛𝑑 < 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ.     (1) 

𝑐𝑤𝑛𝑑 = 𝑐𝑤𝑛𝑑 + 1𝑀𝑆𝑆/𝑐𝑤𝑛𝑑  𝑐𝑤𝑛𝑑 ≥ 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ.     (2) 

The 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ is the threshold value at which TCP changes 

its phase from a slow-start to a congestion avoidance. When 

a segment loss is detected, the cwnd and ssthresh are updated 

as shown in Equation (3). 

𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ = 𝑐𝑤𝑛𝑑/2        (3) 

B. TCP Reno 

   The TCP Reno retains the basic principle of the TCP 

Tahoe, such as the slow starts and the re-transmit timer, but 

TCP Reno improves a re-transmit operation, which includes 

a fast recovery phase.  When packet loss occurs in a 

congested link due to buffer overflow in the intermediate 
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routers, either the sender receives three duplicate 

acknowledgments or the sender’s retransmission timeout 

(RTO) timer expires. In case of three duplicate ACKs, the 

sender activates TCP fast retransmit and recovery 

algorithms and reduces its congestion window size to half.  

It linearly increases a congestion window, similar to the case 

of a congestion avoidance of Tahoe algorithm.  This leads to 

increase the transmission rate. TCP Reno fast recovery 

algorithm enhances a TCP performance in case of a single 

packet loss within a window of data. This performance of 

TCP Reno suffers in case of multiple packet losses within a 

window of data.  When a segment is detected, the fast 

retransmission algorithm halves the congestion window as 

shown in Equations (3,4) [7]. 

𝑐𝑤𝑛𝑑 = 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ        (4) 

C. TCP New Reno 

TCP New Reno is a slight modification of the TCP Reno. It 

is able to detect multiple packet losses and it is much more 

efficient that Reno algorithm in an event of multiple packet 

losses. Like Reno, New Reno also enters into a fast-

retransmit when it receives multiple duplicate packets.  

However, it differs from Reno in that it does not exit a fast-

recovery until all the data which was out standing at the 

time entered a fast recovery is acknowledged.  It overcomes 

the problem faced by Reno of reducing the 𝑐𝑤𝑛𝑑 multiples 

times.  The fast-transmit phase is the same as in Reno. New 

Reno enters a fast recovery, when it notes the maximums 

segment outstanding. The fast-recovery phase proceeds as in 

Reno, however when a fresh ACK is received there are two 

cases: first, it ACK’s all the segments which were 

outstanding, it exits the fast recovery phase, sets 𝑐𝑤𝑛𝑑  to 

𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ and continues of congestion avoidance phase 

similar to Tahoe.  Second, the ACK is a partial ACK of 

some segments, it re-transmits that segment and sets the 

number of duplicate ACKS received to zero.  TCP New 

Reno exits a fast recovery phase when all data in the 

window is acknowledged.  The main disadvantage of TCP 

New Reno takes one RTT to detect each packet loss. This 

leads to the ACK for the first retransmitted segment is 

received and this is only the case that could be known which 

segment was lost [8]. 

D. TCP Sack 

The TCP Sack algorithm allows a receiver to acknowledge 

out of order segments selectively rather than cumulatively 

by acknowledging the last correctly in order of received 

segments. The receiver acknowledges packets received out 

of order and the sender then retransmits only the missing 

data segments instead of sending all unacknowledged 

segments.  SACK algorithm retains the slow-start and the 

fast retransmits parts of Reno. It also has the timeout phase 

as of Tahoe. SACK TCP requires that segments not be 

acknowledged cumulatively but should be acknowledged 

selectively.  Each ACK has a block which describes which 

segments are being acknowledged. The sender has a picture 

of which segments have been acknowledged and which are 

still outstanding. The sender enters the fast recovery, it 

initializes a variable pipe which is an estimate of how much 

data is outstanding in the network. It also set 𝑐𝑤𝑛𝑑 to half 

the current size.  Every time it receives an ACK it reduces 

the pipe by 1 and every time it retransmits a segment it 

increments it by 1MSS.  The pipe goes smaller than the 

𝑐𝑤𝑛𝑑 it checks which segments are un-received and send 

them.  If there are no such segments outstanding then it 

sends a new packet.  More than one lost segment can be sent 

in one RTT. However, a TCP SACK performance suffered 

from currently selective acknowledgements are not provided 

by a receiver.  This could lead to implement SACK need to 

implement selective acknowledgment which could not be an 

easy task [9]. 

III. MODELING AND SIMULATIONS  

Fig. 1 shows a full simulation model structure of the TCP 

algorithms in VPN under this investigation.  Two ethernet 

routers have tunneling function, are involved.  To develop 

the VPN network system, there are three main sections 

proposed which are transmitter section, transmission 

network, and receiver section.  The transmitter section 

consists of ethernet server, application node, and profile 

node.  In the transmission network section, a virtual link or 

VPN tunnel is created by using IP VPN configuration node.  

Internet cloud is used as a public network.  A T1 and a fast 

ethernet links which have data rates 1.544 Mbps and 

10Mbps, respectively are used to connect the proposed 

network components together.  The T1 has been connected 

between both routers A, and B to internet cloud, while fast 

ethernet link has been connected ethernet server to router B, 

and VPN client to router A.  The receiver section consists of 

an ethernet host VPN Client.  Application configuration and 

the profile configuration nodes, which are configured to 

generate a 50M byte file download which knows as an FTP 

traffic.   

 

 
Fig. 1. Full simulation model 
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A. Simulation model parameters characterization 

Tables I, II, III, and IV show the configuration of server and 

application nodes, network link and VPN connections 

respectively.  Some of these parameters come from default 

mode, others are modified to be suitable to create proposed 

simulations. 

TABLE I. CHARACTERIZATION OF SERVER   

Server attributes 

Model Ethernet  

Application FTP 

TCP Parameters 
Tahoe, Reno,  

NewReno, SACK 

Slow start initial count 

(MSS) 

1 

Receive buffer size (bytes) 65,535 

Maximum ACK segment 3.0 

Initial RTT(sec) 1.0 

Minimum RTT(sec) 0.5 

Maximum RTT (sec) 64 

RTT gain 0.125 

Deviation gain 0.25 

RTT deviation coefficient 4.0 

Duplicate ACK threshold 3.0 

Maximum Segment Size  

(bytes) 

1460 

 

TABLE II. CHARACTERIZATION OF APPLICATION NODE   

Application Component  Attributes 

Model Application 

Application FTP 

Command Mix 100% 

Inter-Request Time(Sec) 3600 

File Size (Bytes) 50Mega 

Symbolic Server Name FTP Server 

Type of Server Best Effort(0) 

 

TABLE III. CHARACTERIZATION OF NETWORK LINK   

The internet Attributes 

Name Internet 

Model Ip32_cloud 

IP Multicast Parameters Default 

Packet Discard Ratio 1% 

Maximum Segment Size  

(bytes) 

1460 

 

TABLE IV. CHARACTERIZATION OF VPN LINK 

IP VPN Attributes 

Tunnel Source Router B 

Tunnel Destination Router A 

Delay Information Defult 

Remote Client List VPN_Client 

 

B. Performance Metrics and Statistics Tools 

In this paper a congestion window size 𝑐𝑤𝑛𝑑, VPN tunnel 

delay and TCP throughput in VPN were observed, for four 

TCP algorithms in order to compare between these 

algorithms.  The 𝑐𝑤𝑛𝑑 is one of factors that determine the 

number of bytes that can be outstanding at any time. In the 

view of a sender, this is a means of stopping the link between 

two places from getting overloaded with too much traffic. 

The size of this window is calculated by estimating how 

much congestion there is between the two places. VPN 

tunnel delay is the time between a packet goes in to the 

tunnel and packet comes out of the tunnel.  The throughput 

or network throughput is the average rate of successful 

message delivery over a communication channel. This data 

may be delivered over a physical or logical link, or pass 

through a certain network node. The throughput is usually 

measured in bits per second (bit/s or bps), and sometimes in 

data packets per second or data packets per time slot and it 

can be calculated using Equation (5).   

𝑇𝐶𝑃_𝑡ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 = (𝑐𝑤𝑛𝑑 × 𝑀𝑆𝑆)/𝑅𝑇𝑇      (5) 

IV. SIMULATION RESULTS 

A. Congestion window size (cwnd) result  

Fig .2   shows the 𝑐𝑤𝑛𝑑 of TCP Tahoe, Reno, New Reno, 

and SACK in VPNs. When a new TCP connection is 

established between Server and VPN cclient, the 𝑐𝑤𝑛𝑑 

initialized to 1 MSS (1460 byte) as shown in fig .2  at 2m30s 

and this is true for all four types of TCP algorithms 

mentioned before. It can be seen that after that TCP sender 

(server) passes its an initial phase or the slow-start phase, the 

𝑐𝑤𝑛𝑑 value increases exponentially by doubling its value for 

every RTT.  The 𝑐𝑤𝑛𝑑  shows that it between 2m30s to 

2m31s there were 44 RTT in TCP Tahoe and SACK, 24 

RTT in TCP Reno, and 63 RTT in TCP New Reno before the 

congestion started in VPN tunnel.  The value of slow-start 

threshold ( 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ ) can be calculated as shown in 

Eequations 6, 7, 8, and 9 respectively. 

𝑇𝑎ℎ𝑜𝑒𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ = 𝑀𝑎𝑥(𝑐𝑤𝑛𝑑) = 1460 + 44 × 1460

= 65700 𝑏𝑦𝑡𝑒                               (6) 

𝑅𝑒𝑛𝑜𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ = 𝑀𝑎𝑥(𝑐𝑤𝑛𝑑) = 1460 + 26 × 1460

= 40000𝑏𝑦𝑡𝑒                               (7) 

𝑁𝑒𝑤𝑅𝑒𝑛𝑜𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ = 𝑀𝑎𝑥(𝑐𝑤𝑛𝑑) = 1460 + 63 × 1460

= 93000𝑏𝑦𝑡𝑒                                   (8) 

 

𝑆𝐴𝐶𝐾𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ = 𝑀𝑎𝑥(𝑐𝑤𝑛𝑑) = 1460 + 44 × 1460

= 65700𝑏𝑦𝑡𝑒                               (9) 

Based on the results from the above Equations (6, 7, 8, and 

9) and Fig. 2 , it can be seen that TCP New Reno has higher 

𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ  value as compared to the other three TCP 

algorithms; followed by TCP Tahoe and TCP SACK which 

have the same 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ , while the lower 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ 

http://en.wikipedia.org/wiki/Network_node
http://en.wikipedia.org/wiki/Bit
http://en.wikipedia.org/wiki/Data_packets
http://en.wikipedia.org/wiki/Time_slot
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occurred in TCP Reno.   When 𝑐𝑤𝑛𝑑 reached 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ, the 

congestion started in VPN tunnel, firstly, in TCP Reno, 

because TCP Reno has lowest 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ, followed by TCP 

Tahoe and SACK in the same time, lastly the congestion 

occurred in TCP New Reno. 

 
Fig. 2. The 𝑐𝑤𝑛𝑑 of the for TCP algorithms of a single packet loss 

 

  When 𝑐𝑤𝑛𝑑 reached 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ, TCP enters the congestion 

avoidance (CA) phase as shown in Fig. 2 at 2m34s, and it 

was observed that for TCP Reno, New Reno and SACK 

which support fast recovery mechanism if the source of loss 

is caused by retransmission timeout, the  congestion window 

is set to 1MSS and entered to the slow-start (SS) phase 

again as shown in Fig. 2 at 2m43s and 2m47s of TCP Reno.  

Otherwise the packets loss is due to duplicate ACK then this 

means that the receiver has successfully received three 

packets.  Then, the congestion avoidance phase instead of 

not a slow start is performed as shown in Fig. 2, i.e. 𝑐𝑤𝑛𝑑 is 

set to old  𝑐𝑤𝑛𝑑/2  as can be seen in Fig. 2, such as at 

2m33s, 2m34s for TCP Reno, 2m37s for TCP New Reno, 

and at 2m32s, 2m33s, 2m34s for TCP SACK.  Since TCP 

Tahoe does not support the fast recovery, it can be seen that 

when 𝑐𝑤𝑛𝑑  reached 𝑠𝑠𝑡ℎ𝑟𝑒𝑠ℎ , a congestion avoidance 

phase sets 𝑐𝑤𝑛𝑑 to 1 MSS and enter the slow-start phase 

again as seen in the same figures at 2m32s, 2m35.5s and 

2m39s, and this process is going to continue until end of the 

simulation. 

B. VPN tunnel delays  

Fig. 3 shows the VPN tunnel delay times for four TCP 

types.  The VPN tunnel delay is a time elapsed when a 

packet goes into the tunnel and when packet comes out of 

the tunnel.  According to fig. 3, it can be observed that, 

during the slow-start phase which at 2m 30s, the TCP 

Tahoe, New Reno, and SACK produced the largest tunnel 

delay which around 0.35 second, while TCP Reno produced 

the smallest delay which around 0.04 second.  It can be seen 

that, during the congestion at time between 2m33s to 3m, 

TCP Reno, and New Reno produced the lowest delay.  

 
Fig. 3. The 𝑉𝑃𝑁 𝑡𝑢𝑛𝑛𝑒𝑙 𝑡𝑖𝑚𝑒 𝑑𝑒𝑙𝑎𝑦 for TCP algorithms of a single packet 

loss 

C. TCP throughput  

          Fig.  4 shows  throughput results of TCP Tahoe, TCP 

Reno, TCP New Reno, and TCP SACK, respectively against 

file size parameter between 10M bytes to 80M bytes.  The 

results for four algorithms of TCP are observed in the same 

graph in order to compare the effect of these TCP algorithms 

against to the file size.  It can be seen that, the TCP New 

Reno produced the highest network throughput compared to 

other three TCP algorithms as the file size increases. 

Referring to Fig. 4, it can be seen that, the average 

throughput of TCP New Reno is 5% better than TCP SACK, 

11% better than TCP Reno, and 9% better than TCP Tahoe.  

 

 
Fig. 4. The 𝑇𝐶𝑃 Throughput with file size  

 

Fig. 5 shows the comparing TCP simulation throughput 

against TCP throughput which was calculated using 

analytical equation (5).  The results illustrate that the 

simulation result of all throughput of four TCP algorithms 

are approximately the same results calculated of throughput 

equation.   
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Fig. 5. The 𝑇𝐶𝑃 Throughput simulated and calculated with file size  

 

 

V. CONCLUSION 

      As an overall conclusion, it appears that the TCP New 

Reno always performed better in the single packet loss of the 

virtual private networks than TCP Tahoe, Reno, and SACK 

in congestion control algorithms in term of congestion 

window size ( 𝑐𝑤𝑛𝑑 ) and throughput of the network.  

According to simulation results in 𝑐𝑤𝑛𝑑 single packet loss 

with fixed file size, it can be seen that TCP New Reno 

produced the higher 𝑐𝑤𝑛𝑑  than other reminder TCP 

algorithms.  Furthermore, TCP Reno produced the smallest 

VPN tunnel delay in case of single packets loss with fixed 

file size compared to the other TCP algorithms.  The results 

of this paper show that there is a strong matching between 

the throughput analytical model with the simulation results 

of all TCP algorithms under this study. 
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